
Evolutionary Computation and Machine Learning for Fake News Detection

by

Marcellus Smith

A dissertation submitted to the Graduate Faculty of
Auburn University

in partial fulfillment of the
requirements for the Degree of

Doctor of Philosophy

Auburn, Alabama
May 7, 2022

Keywords: Fake News, Feature Selection, GEFeS, GAT, Auto-Labeler, EMO-GAT

Copyright 2022 by Marcellus Smith

Approved by

Gerry Dozier, Chair, Charles D. McCrary Eminent Chair Professor of Computer Science and
Software Engineering

Cheryl Seals, Charles W. Barkley Endowed Professor of Computer Science and Software
Engineering

Jakita Thomas, Philpott Westpoint Stevens Associate Professor of Computer Science and
Software Engineering

Dean Hendrix, Associate Professor of Computer Science and Software Engineering
Michael King, Associate Professor of Computer Engineering and Sciences



Abstract

Misinformation or fake news has a history of being weaponized in order to deceive or

mislead a target audience. Presently, the ease of generation, dissemination, and effects that are

achievable by leveraging fake news makes fake news detection a critical issue that needs to

be addressed. Effectively detecting fake news is faced with many challenges. Some of these

challenges include the countless features that are able to be extracted from a text corpus, adver-

sarial effects on fake news detection systems, and wide scale propagation of information. This

document outlines research aimed at tackling and overcoming these challenges. Genetic and

evolutionary feature selection (GEFeS) is combined with fake news detection to improve de-

tection accuracy and identify essential features; this work was published in IEEE Symposium

Series on Computational Intelligence [1]. A novel method is proposed for selecting subsets

adversarial examples for adversarial training in order to strengthen the defensive posture of a

machine learning system; this work was published in IEEE Congress on Evolutionary Compu-

tation [2]. Determining the propagation of information types during an infodemic and building

an auto-labeler; this work was published in IEEE SoutheastCon. The novel method, genetic

adversarial training, is extended to overcome learning constraints and to incorporate multi-

objective optimization; this work was published in IEEE Symposium Series on Computational

Intelligence [3]. The work concerning the propagation of information types is extended to ex-

amine a broader scope of information and leverages a more advanced auto-labeling method;

this work is pending publication.
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Chapter 1

Introduction

1.1 Motivation

Fake news can be defined as fabricated information that mimics news media content in form

but not in organizational process or intent [4]. One of the first recorded uses of fake news was

in 13th century BC [5] when Rameses the Great spread misinformation claiming victory over

the Egyptians in the Battle of Kadesh that actually resulted in a stalemate. This falsely claimed

victory and disinformation allowed Rameses the Great to achieve peace within his home front.

Since then, the characteristics of fake news have evolved as society has progressed. Modern

society now enables any individual the ability to disseminate information broadly and at scale.

The consequence of this transition is the more frequent weaponization of information [6]. In

order to effectively respond to the growing threat of fake news, robust and accurate fake news

detection systems are essential.

Fake news detection typically falls into two categories [7]: linguistic cue and network

analysis methods. Linguistic cue methods tackle fake news detection from a natural language

processing perspective. Linguistic cue methods employ different tools and techniques to pro-

vide in-depth analysis of text in order to lead to classification. While network analysis methods

rely on external sources of information in order to fact check target content. Ultimately, each

category attempts to detect fake news from different perspectives and have varying amounts

of success. Fake news detection is encumbered by many different challenges. Some of these

include: countless features that are able to be extracted from a text corpus, adversarial effects

on classification systems and wide scale propagation of information. This document presents

1



research conducted using a hybrid of both fake news detection methods while leveraging evo-

lutionary computation to address the issue of fake news detection.

1.2 Dissertation Overview

This document includes five previous research efforts involving evolutionary computation in

support of fake news detection. Chapter 4 presents a study of the impact of evolutionary based

feature selection. This work was published in IEEE Symposium Series on Computational In-

telligence [1]. Chapter 5 presents a novel method for selecting optimal subsets of adversarial

examples for use in adversarial training that leads to an increased defensive posture. This work

was published in IEEE Congress on Evolutionary Computation. Chapter 6 presents a study of

the Twittersphere in order to identify information types and attribute what leads to informa-

tion propagation across a social network. This work was published in IEEE SoutheastCon [8].

Chapter 7 presents an extension to our novel method, genetic adversarial training (GAT), that

utilizes multi-objective optimization to incorporate multiple types of adversarial examples and

substantially improve model robustness. This work was published in IEEE Symposium Series

on Computational Intelligence [3]. Chapter 8 presents an extension to the work presented in

Chapter 4, that incorporates multi-objective optimizations within the auto-labeler construction

and does not constrain the diversity of the sampled Tweets. Finally, in Chapter 9 the conclusion

is presented.
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Chapter 2

Literature Review

2.1 Fake News Detection

Currently, we are witnessing an increasing amount of electronic and data dependence [9]. This

dependency has created a shift in how news information is both created and consumed [10].

One consequence of this transition is the emergence of fake news [11]. Fake news can be

described as fabricated information that mimics news media content in form but not in organi-

zational process or intent [4]. There are many factors that have influenced the proliferation of

fake news; however, social media is the leading contributor [12]. With social media being an

open forum, it has created an ideal vector for the propagation fake news [13].

When approaching the issue of fake news detection there is much to consider. Shu et

al. [11] conduct a comprehensive survey in the field of fake news detection. The authors present

an in depth review on detecting fake news on social media and include fake news categorization

on psychology and social theories. The authors outline an interesting delineation between

the different types of fake news by grouping them into two categories based on their source:

traditional media and social media. Analyzing these types of fake news independently, allow

for further introspection into their characteristics and how to facilitate detection.

Reis et al. [14] explore fake news detection on social media. Specifically, the authors focus

on evaluating how commonly used features in fake news detection perform and propose several

additional features. Reis et al. measure the effectiveness of the features by evaluating their

performance using several different machine learning classifiers. Their results reveal interesting

observations on the usefulness and importance of specific features for fake news detection.
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Ahmed et al. [15], examine fake news detection on traditional news media. They in-

vestigate and compare two different feature extraction techniques and six different machine

classification techniques. The authors evaluate the performance of their extracted features on

an aggregation of news articles from multiple sources. Ahmed et al. were able to achieve an

accuracy of 92% using uni-gram features and a linear SVM classifier.

Wang et al. [16] present LIAR, a new dataset consisting of a 12.8k manually labeled short

statements gathered from politicalfact.com. The authors introduce a novel hybrid convolutional

neural network (CNN) and compare its performance against other models on the LIAR dataset.

The author’s hybrid CNN out performs all other models with a 7% increase in accuracy.

2.2 Adversarial Training & Adversarial Examples

Adversarial examples [17, 18] can be defined as malicious inputs that are designed to fool ma-

chine learning systems. These malicious inputs can be generated numerous ways, but they all

share the intent to deceive the target system. The methods for generating adversarial examples

can generally be grouped into 3 categories: threat modeling, perturbation, and benchmark [19].

Each category involves varying amounts of difficulty and computational costs in order to gen-

erate the adversarial examples. Threat modeling involves taking an introspective view of the

machine learning systems in order to better discover points of weakness. Adversarial methods

in this category include false positive and false negative attacks [20]. Perturbation is one of the

most fundamental methods for generating adversarial examples. Perturbation involves adding

a mild amount noise to a sample in order to influence a model’s output [21]. While straight-

forward in application, perturbation attacks have been demonstrated to generate adversarial

examples that are indistinguishable from clean examples but lead to misclassification [22].

Benchmarking involves evaluating model performance under varying conditions. This method

involves analyzing how the model responds to different types of input and measure the changes

in the response. This method requires the least amount of information on the target system to

effectively generate adversarial examples.

The primary defensive strategy to adversarial examples is referred to as adversarial training

(AT) [23, 24]. AT is the process of explicitly training a model on adversarial examples in
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order to make it more robust against adversarial attacks. The overall goal of AT is to (1)

mitigate the effects of adversarial attacks without (2) compromising the overall performance

(i.e. classification accuracy).

Brown et al. [20] demonstrate two novel adversarial machine learning attacks, the Univer-

sal False Positive and the Universal False Negative attacks, to target a collection of machine

learning classifiers. The research illustrates potential weaknesses inherent in the classifiers by

exploiting ”holes” that allow generated feature vectors to pass through undetected (UFN) and

by reducing confidence in overall performance (UFP). Both attacks occur at the feature vector

level. Each attack operates by iteratively evaluating the performance of each model within the

target collection. This accomplished by repeatedly training and generating predictions using

different training and testing splits of the dataset. This process is repeated for each model

over a predefined number of runs. This repetitive process enables constructing a more com-

prehensive picture of each model’s performance. The generated predictions are then analyzed

to determine what instances were misclassified universally between all the classifiers. Using

k-means clustering, the UFPs and UFNs are clustered using a predefined number of clusters,

and a quasi-probability distribution function (qPDF) is generated for each cluster. The qPDFs

are sampled to generate adversarial UFP and UFN instances. The UFPs and UFNs are labeled

accordingly and tested against the originally trained model to determine the misclassification

rate.

Liu et al. [25] conduct a comprehensive survey on adversarial attacks and defenses with a

focus on the perspective of machine learning interpretation. They present a plethora of different

attacks and defenses and outline their respective nuances. Those most relevant to this paper

include: Perturbation attack and model robustification. The authors define a perturbation attack

as introducing specific noises to the input so that it is misclassified by the model. The solution

presented for this attack is referred to as module robustification. The authors describe model

robustification as a refinement and process for preparing a model against potential threats. This

defensive posturing is accomplished by changing either the training objective or modifying the

model structure. Changing the training objective includes methods such as adversarial training

while modifying the structure can include model distillation.
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Goodfellow et al. [26] present an extensive study into the inner working of adversarial ex-

amples and the concept of adversarial training in relation to deep learning. The authors suggest

that there is no need to consider the non-linearity of neural networks and that adversarial exam-

ples can be created by exploiting the linear behavior in high dimensional spaces. Additionally,

the authors introduce a novel method to generate adversarial examples, Fast Gradient Sign.

Fast Gradient Sign can efficiently generate reliable adversarial examples that cause a variety of

models to misclassify their input. Goodfellow et al. utilize examples generated using the Fast

Gradient Sign method to adversarially train a model and demonstrate that adversarial training

can be used as a regularization technique.

Wang et al. [27] presented an novel study where they discuss different nuances surrounding

AT. Specifically, the authors focus on the performance of AT when the class distribution of

either the initial training data or adversarial examples is imbalanced. The authors observe that

when AT is conducted, irregardless of the class imbalance being within the initial training set

or adversarial examples, the adversarially trained model presents a degradation in performance

on the under-represented classes when compared to the naturally trained model. The authors

conclude that AT is more sensitive to an imbalanced data distribution than natural training. The

authors suggest a novel method, Separable Reweighted Adversarial Training (SRAT), to enable

a reweighting strategy when conducting AT with an imbalanced class distribution present.

Zhang et al. [28] conducted an expansive study focusing on the trade-off between robust-

ness and accuracy when crafting defenses against adversarial examples. The authors decom-

pose the prediction error for adversarial examples as the sum of the natural classification error

and boundary error in an effort to theorize a differentiable upper bound. Zhang et al. use a the-

oretical analysis to craft a new defense method, TRADES, that acts to optimize the regularized

surrogate loss. By optimizing the regularized surrogate loss, the decision boundary is pushed

further away from the data and thereby improves adversarial robustness.

Terzi et al. [29] investigated the application of a directional based adversarial training

method. The authors propose a novel method, called Wasserstein Projected Gradient Descent

(WPGD), to facilitate mapping out the output space of a network to determine the directions
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that robustness is required. By focusing robustification efforts only in the needed directions of

the network, a directional trade-off between accuracy and robustness can be derived.

2.3 Genetic & Evolutionary Feature Selection

Genetic and evolutionary feature selection (GEFeS) [30] [31] [32] uses a steady state genetic

algorithm or other evolutionary computation technique to evolve a population of feature masks.

GEFeS operates as follows. First, a population of feature masks are randomly generated where

each mask is a binary string. Each feature mask is of length N, where N represents the size of

the feature set. For each feature mask, a 1 represents the value will be used while a 0 means

the feature will be discarded. These feature masks will be referred to as candidate solutions

(CS). Next, each CS is assigned a fitness value as a measure of quality. The evaluation of

a CS to determine the quality will be referred to as a function evaluation (FE). Two parents

are then selected from the population based on a selection strategy [33]. The two parents are

used to create a single offspring through a crossover [34] and mutation [35] operation. Next,

the created offspring are assigned a measure of fitness and inserted back into the population

replacing the CS with the worst fitness. This evolutionary process continues until reaching the

predefined stopping condition. Following GEFeS completion, a population of evolved CSs will

remain. Fig. 2.1 provides a psuedocode version of an SSGA algorithm.

2.4 Non-dominated Sorting Generic Algorithm II

Non-dominated Sorting Genetic Algorithm II [36] (NSGA-II) is a multi-objective evolution-

ary algorithm that operates by approximating and creating pareto-optimal fronts that construct

trade-offs between the different objectives in the problem. A front represents a collection of

individuals that are only dominated by the proceeding fronts. For example, the first front repre-

sents all of the non-dominated individuals in the population. Meaning that all other individuals

in the population are no better in any objective and are worse at least one objective when com-

pared to individuals in the first front. This relationship is continued through the following fronts

with respect to the preceding front.

7



Figure 2.1: SSGA Pseudocode
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Chapter 3

Datasets

3.1 BuzzFace

BuzzFace is a fake news detection dataset [14,37] composed of news stories posted to Facebook

during September 2016 that are related to the 2016 United States presidential election. These

articles were labeled by journalists and expanded with relating metadata such as comments,

shares, and reactions. BuzzFace includes 2282 articles and each article is represented using 179

features. The features can broadly be grouped into 3 different categories: textual features, news

source features, and environmental features. The textual features are extracted from the article

text using methods including Linguistic Inquiry Word Count [38], bag-of-words, lexical and

semantic analysis [39,40]. The news source features relate to information about the news article

publisher. These features are generated by inspecting information surrounding the publisher

such as political bias, credibility, and domain location. The environmental features consist

of various metrics such as user statistics and engagement patterns for each article in relation

to social media. These features include comment count, share count, like count, and various

temporal patterns.

Additionally, each article is assigned a label as a measure of factual content. These labels

include: non factual content, mostly false, mostly true, and a mixture of true and false. The

articles labeled as “non factual content” are removed and those labeled as ”mostly false” and

”mixture of true and false” are combined into a single class (1.0). The remaining articles are

labeled as true news (-1.0). In Fig. 5.1, the class distribution for the dataset is shown.
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Figure 3.1: Class Distribution

3.2 Twitter Dataset

The Twitter Dataset consists of COVID-19 related Tweets posted to Twitter during the month

of March 2020. These tweets are collected using their Tweet ID. The Tweet IDs originate

from a GitHub repository [41, 42]. This repository maintains an active and ongoing collection

of Tweet IDs associated with COVID-19. The repository uses Twitter’s Search API to gather

historical Tweets from the proceeding 7 days, leading back to the start date of 21 January 2020.

Additionally, Twitter’s Streaming API is also leveraged to collect Tweet IDs from a subset of

accounts and Tweets that mention specific keywords. Following data collection, the Twitter

dataset consists of approximately 37M Tweets.

3.3 FX & Pert Adversarial

The FX & Pert Adversarial datasets are based on a modified version of the BuzzFace dataset

[14,37]. The original Buzzface dataset is balanced by randomly removing instances of the true

news until the classes are equal. The final distribution for the classes is shown in Fig. 5.1.
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Figure 3.2: Class Distribution

The FX & Pert Adversarial datasets are then created by generating adversarial examples

using the FX and Perturbation attack methods. These adversarial datasets will be referred to as

AdversarialFX and AdversarialPert respectively. Both AdversarialFX and AdversarialPert contain

400 adversarial examples. Each classifier (RF, XGB, kNN, SVM) has it own corresponding set

of adversarial examples. Each adversarial dataset is split into a training and test set where the

distribution is 40/60.
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Chapter 4

A Study of the Impact of Evolutionary-Based Feature Selection for Fake News Detection

4.1 Introduction

Fake news is becoming an increasingly invasive problem within our society. As our society

becomes more ingrained in technology, news has become more susceptible to technological

predation. Fake news is a challenging problem due to two inherent properties [43]. First, it is

difficult to adequately quantify a flexible definition for classifying fake news [4]. When dealing

with human expression, it is often influenced by a variety of factors such as biases, beliefs, and

socioeconomic backgrounds [11]. The manifestation of these factors culminate into how news

information is perceived [44]. Thereby, any news information could be described as fake news

depending on the objectivity. Research has been conducted exploring the different conditions

that affect the consumption of news and social media in an effort to craft a succinct definition

for classifying fake news [45].

The second issue presents itself in the intent of fake news [4, 46]. For example, The

Onion, is considered the most popular satirical news site on the internet [47]. However, when

The Onion articles are shared without context, they are often difficult to discern from factual

news [48]. An example of this occurrence took place on September 2011 when United States

Capitol Police investigated a series of tweets coming from The Onion’s Twitter account. The

tweets described a hostage situation inside the Capitol Building where members of Congress

held children captive [49]. These tweets circulated widely and garnered national attention.

Thus, with the results from even satirical fake news, it is of grave concern when considering

the intent behind fake news.
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Table 4.1: Baseline Comparison

In this chapter, we focus on building upon and improving a surveyed approach [14] to fake

news detection. We attempt to improve upon Reis et al. results through the use of evolutionary-

based feature selection [50]. Through evolutionary-based feature selection, we can optimize

classifier performance while reducing the feature space.

4.2 Experiment

In this experiment we compare the baseline performances of 5 classifiers: k-Nearest Neighbors

(KNN), Naive Bayes (NB), Random Forests (RF), Support Vector Machine with RBF kernel

(SVM), and XGBoost (XGB), with the performances of six GEFeSML hybrids where ML ∈

{KNN,NB,RF, SVM,XGB}. The dataset used for this work is BuzzFace [51].

4.2.1 Baseline

To effectively evaluate the performance of GEFeS, a Baseline was created. The Baseline was

created to be consistent with the results outlined by Reis et al. [14]. This is accomplished by first

processing the data in a method consistent with the previous authors. Next, the 5 classifiers are

implemented and fine-tuned until the results are similar or surpass those outlined in the previous

authors paper [14]. However, it is worth noting that the methods used to split the data, train

the classifiers, and the number of total runs are slightly different. Reis at al. use 5-fold cross

validation for 10 runs. While, the results generated in this paper will use the hold-out method

where the dataset is split to 80% training and 20% testing. The hold-out method is applied

for 30 runs in all the executions. A comparison of the results with respect to the Baseline are

shown in Table 4.1.
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Table 4.2: GEFeS Control Parameters
Representation Binary string
Recombination Uniform crossover
Recombination Probability 100%
Mutation Inverted with independent probability pm

Mutation Probability Pm 1%
Parent Selection Random 2
Survival Selection Replace worst
Population Size 20
Number of Offspring 1
Initialization Random
Termination Condition 100, 1K, 2K, 4K, 8K, 16K function evaluations

Table 4.3: Experiment Results - Accuracy

Table 4.4: Experiment Results - Features
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4.3 Results

The results presented in this section were generated as follows. First, a population of 20 CSs

are generated. These solutions are randomly generated binary strings of length N, where N,

represents the size of the feature set. Next, an evaluation function is used to determine the

quality of each solution. Each hybrid uses a different classifier in the evaluation function. The

measurement of fitness used is how well the population’s feature mask performs in correctly

classifying fake news. Next, two parents are chosen from the population using random selec-

tion. One child is then created from the two parents using uniform crossover [52]. The newly

created child is mutated by stochastically flipping the child’s genes. This child is inserted into

the population replacing the worst performing solution. This cycle is repeated until the target

function evaluation threshold is met. In Table 4.2 the GEFeS control parameters are presented.

The performance of the GEFeS hybrids in comparison to the Baseline is presented in Table

4.3 and Table 4.4. The GEFeSML hybrids being compared will be denoted as GEFeSML-n where

ML ∈ {KNN,NB,RF, SVM,XGB} and n ∈ {100, 1000, 2000, 4000, 8000, 16000}. There-

fore, ML is taken from the set of classifiers and n represents the number of function evaluations

(FEs) used by a particular hybrid. In Table 4.3, the first column presents the baseline and the

number of FEs. The following columns show the accuracies for the Baseline and each hybrid

with respect to the number of FEs. In these columns, the first value denotes the highest ac-

curacy achieved. The values in parenthesis are the accuracy, averaged over 30 runs, and the

standard deviation. Table 4.4 shows the number of features from the Baseline and the evolved

solutions following each execution. The first column represents the Baseline and the number

of FEs . The following columns show the number of features. In these columns, the first value

denotes the lowest number of features used among the evolved solutions. The values in paren-

thesis present the number of features in the evolved solutions, averaged over 30 runs, and the

standard deviation.

From Table 4.3, one can note that within the Baseline performances, the highest average

accuracy achieved is 83.8% in BaselineXGB, while the lowest average accuracy is 78.2% in

BaselineNB. Apart from BaselineNB, the average accuracy among the Baseline performances
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remain consistent around 83%. With the initial GEFeS hybrids at 100 FEs, there is an increase

in the average accuracy across all of the hybrids. The most prominent increase in average

accuracy is GEFeSNB-100 with an increase of 3.7%. The highest average accuracy achieved is

GEFeSXGB-100 at 85.9%. The average accuracy continues to generally increase with the GEFeS

hybrids as the number of FEs grow. This upward trend in accuracy can be attributed to better

coverage of the search space. With the current feature set consisting of 179 features, there

exists 2179 potential solutions. By increasing the number of FEs, the GEFeS hybrids can further

iterate through the search space searching for solutions of higher quality.

In Table 4.4 the number of features from each of the GEFeS hybrids are presented. The

Baseline does not incorporate feature selection and thereby uses the entire feature set. However,

the following rows outline the number of features from the evolved solutions from each GEFeS

hybrid. With GEFeS, there is dramatic decrease in the number of features used. One point that

is of significant interest is that the average number of features for each hybrid remain nearly

consistent throughout the increasing number of FEs. From this, one can conclude that there is

a significant amount of optimization being achieved with only 100 FEs.

In summary, one can see that the GEFeS hybrids continuously outperform the Baseline

performances in terms of accuracy. Moreover, GEFeS also dramatically decreases the number

of features used by nearly 50%. Thus, GEFeS not only optimizes classifier performance, but it

also removes the non-essential features. The essential features can be visualized by inspecting

the Feature Consistency. Feature Consistency can be defined as the representation of how

reliable a feature is. This is calculated by counting the number of instances a feature occurs in

the evolved solutions from each GEFeS hybrid and dividing that by the number of runs. Fig.

4.1 and Table 4.5 show the feature consistency results for GEFeSXGB-8000. GEFeSXGB-8000 is

presented due to it resulting in one of the lowest number of features while achieving one of

the highest accuracies. In Fig. 4.1, the x-axis is the numerical index of the feature within the

dataset. The y-axis is the consistency the feature appears in an evolved solution over the 30

runs. In Table 4.5, the columns represent the index of the feature in the dataset, the name of the

feature, and the consistency the feature appears in an evolved solution.
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Figure 4.1: GEFeSXBG-8000 Feature Consistency

Table 4.5: GEFeSXGB-8000 Top 10 Consistent Features
Feature Index Feature Name Consistency

3 share count 73%
62 affiliation 73%
98 toxicity 73%

151 political bias 73%
55 feel 70%

108 readability flesch reading ease index 70%
38 anger 67%
79 death 67%

130 word usage nominalization 67%
34 affect 63%
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When considering that the types of features used in the BuzzFace dataset are consistent

with other fake news detection implementations, examining the feature consistency can pro-

vide a deeper understanding of which features are more influential in determining whether an

article is classified as fake news. In Table 4.5, the top 10 features with the highest feature

consistency from GEFeSXGB-8000 are presented. These feature resided in at least 63% of the

evolved solutions over 30 runs, meaning that they consistently contribute to correct classifica-

tion. The features were extracted via a variety of sources including: Linguistic Inquiry and

Word Count [38], PerspectiveAPI [39], and SentiStrength [40].

Table 4.6 show the results of dividing the performances into equivalence classes. Each

equivalence class represents the grouping of statically similar results. The equivalence classes

are created by conducting a series of ANOVA tests independently on the results of each of

the algorithms. The results of an ANOVA test determine if there exist statistical significance

among the results. By applying the ANOVA test iteratively, a ranking between the results is

established. In Table 4.6, the equivalences classes are presented.

By examining the equivalence classes, two observations can be made. First, the equiv-

alence classes enable direct comparison between the performances of the algorithms. In all

cases, the Baseline performances with respect to a specific classifier exist in a lower class

than the respective GEFeS hybrid performances. For example, when examining the equiva-

lence class ranking of BaselineNB, one can note that it resides in a equivalence class below all

other GEFeSNB performances. This illustrates that the Baseline performances perform stati-

cally worse when compared to the GEFeS hybrids. Second, by using the established equiv-

alence classes, a trade-off between performance and computational costs can be determined.

When examining the first equivalence class, one can note that it consists entirely of GEFeSXGB

performances. However, the number of FEs vary significantly. Indicating that, while increas-

ing the number of FEs tend to lead to a higher average accuracy, statically similar results can

be achieved with a lower number of FEs. For example, when comparing GEFeSXGB-16000 and

GEFeSXGB-1000, they will both generate statistically similar results. However, they dramatically

differ in execution time. By using GEFeSXGB-1000 one can achieve similar results at a fraction

of the execution time.
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Table 4.6: Equivalence Classes
Class Group

1
GEFeSXGB-16000, GEFeSXGB-1000, GEFeSXGB-2000,
GEFeSXGB-4000, GEFeSXGB-8000

2

GEFeSKNN-1000, GEFeSXGB-100, GEFeSKNN-16000,
GEFeSRF-1000, GEFeSRF-2000, GEFeSRF-4000,
GEFeSKNN-2000, GEFeSKNN-8000, GEFeSKNN-4000,
GEFeSRF-16000, GEFeSRF-8000

3 GEFeSKNN-100, GEFeSRF-100

4

GEFeSNB-4000, BaselineKNN, GEFeSSVM-8000,
GEFeSSVM-4000, GEFeSSVM-100, GEFeSNB-16000,
GEFeSSVM-2000, GEFeSSVM-16000, GEFeSSVM-1000,
BaselineXGB, BaselineRF

5
GEFeSNB-100, GEFeSNB-2000, BaselineSVM,
GEFeSNB-8000, GEFeSNB-1000

6 BaselineNB

Table 4.7: First Equivalence Class
Execution AUC F1

GEFeSXGB-1000 0.914 (0.872± 0.016) 0.922 (0.905± 0.009)
GEFeSXGB-2000 0.915 (0.876± 0.015) 0.933 (0.908± 0.011)
GEFeSXGB-4000 0.914 (0.872± 0.016) 0.926 (0.907± 0.009)
GEFeSXGB-8000 0.905 (0.872± 0.013) 0.921 (0.906± 0.008)
GEFeSXGB-16000 0.902 (0.872± 0.015) 0.933 (0.906± 0.011)

In Table 4.7 the performance of the first equivalence class is presented. The first equiva-

lence class consists of statistically significant and top preforming hybrids. The first column

represents the hybrid and the following columns are the accuracy under the curve and F1

score. The results were generated as follows. First, the features from the evolved solution

that achieved the highest accuracy are selected. Next, the evolved features were evaluated over

30 runs and their results averaged. One can see that in all the performances of the hybrids, the

Baseline is out performed.

4.4 Summary

In this chapter, we explored the use of evolutionary-based feature selection on a fake news

detection implementation involving several different machine learning classifiers. Our results

suggest that evolutionary-based feature selection increases fake news detection accuracy while
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dramatically reducing the number of features needed. Additionally, evolutionary-based feature

selection out performs the baseline in all instances of execution.
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Chapter 5

Mitigating Attacks on Fake News Detection Systems using Genetic-Based Adversarial
Training

5.1 Introduction

The study of adversarial effects on AI systems is not a new concept, but much of the research

has been devoted to deep learning. In this chapter we explore the effects of adversarial ex-

amples on 4 machine learning classifiers and measure the effectiveness of adversarial training.

Additionally, we present a novel method for selecting adversarial training examples that lead to

a more robust machine learning system. Our results suggest that adversarial examples can sig-

nificantly hinder the classification performance and that adversarial training (AT) is an effective

defensive counter-measure.

In this chapter, we study the effects of AT on a number of machine learning classifiers and

measure the effectiveness of adversarial training. We accomplish this by generating adversarial

examples targeting each machine learning system and evaluate the performance of adversarial

training. Additionally, we propose a novel method for selecting sets of adversarial training

examples that promote a more robust machine learning system.

5.2 Adversarial Examples

In order to preform adversarial training, adversarial examples must be acquired. To better em-

ulate an adversarial perspective when generating these examples, two grey box [53] attacks are

performed. The first attack is a targeted false positive and false negative attack and will be de-

fined as an FX attack [54]. The second attack is a Perturbation attack [22, 25, 55]. Both attacks
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are considered grey box because access to each trained model is available and the dataset is

known. However, the specific training set is unknown. Without the knowledge of the training

set, the search space for discovering examples that cause adversarial effects increases dramati-

cally. These two attacks are used to target a collection of machine learning classifiers indepen-

dently. This collection includes: Random Forests (RF) [56], XGBoost (XGB) [57], k-Nearest

Neighbors (KNN) [58], and Support Vector Machine with RBF kernel (SVM) [59]. Each clas-

sifier is used in the aforementioned attacks to create the adversarial examples. For each attack,

200 false positives (FP) and 200 false negatives (FN) examples are created. Thus, a total of 800

adversarial examples are created targeting each classifier.

5.2.1 FX Attack

The FX attack follows the methodology used by Brown et. al [20]. However, instead of analyz-

ing a collection of machine learning classifiers together, the FX attack examines each classifier

independently. The intent of this attack is to generate adversarial examples that will either be

classified as a FP or a FN. The FX Attack operates as follows:

First, the target model is used to generate predictions on the entire dataset. The predic-

tions are analyzed to identify instances that are classified incorrectly. Next, the misclassified

instances are separated by FP and FN. The FP and FN instances are then clustered and a prob-

ability density function (PDF) is created for each cluster. Each cluster is randomly sampled to

generate the adversarial examples.

5.2.2 Perturbation Attack

The Perturbation attack operates by perturbing a target instance in the dataset until the label is

flipped. This is accomplished by using a steady state genetic algorithm (SSGA) [60]. A total

of 40 true positive and 40 true negative instances are randomly selected. From each selected

instance 5 adversarial examples will be created. The perturbation attack operates as follows.

First, an instance is randomly selected from the dataset. This instance is used to create

the initial population. The population is created by generating slight variations of the original

selected instance. This is accomplished by introducing gaussian noise to slightly perturb the
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features of the target instance. Thereby, a population is created consisting of individuals that

are slight variations from the selected instance. Next, the population is evaluated using the tar-

get model from the collection {RF, XGB, KNN, SVM}. The target model is used to generate

probability estimates (PE) for each individual. The probability estimates represent the proba-

bilities for the individual to belong to either class one (-1.0) or class two (1.0). The fitness for

each individual is calculated using the following expression:

fitness = −PE0 + PE1

This fitness measure serves as the measurement of quality for each individual within the ob-

jective function. Depending on the starting label, the objective function will either minimize

or maximize the fitness. If the starting label is (1.0), the fitness will be minimized to generate

a FN adversarial example (-1.0). If the starting label is (-1.0), the fitness will be maximized

to create a FP adversarial example (1.0). Following the evaluation of the population, 2 parents

are selected using binary tournament selection. Next, a single offspring is created using flat

crossover with the selected parents. The offspring is then mutated using gaussian mutation.

Finally, the offspring is assigned a fitness value and replaces the worst performing individual

in the population. This process continues until reaching the stopping condition.

As previously discussed, the methods presented to generate adversarial examples operate

at the feature level and consist of feature vectors. Because of this, there potentially exists

a semantic gap between the generated feature vectors and the reconstructed text corpus. To

address this issue, successful adversarial examples can be reverse engineered to generate and

validate the corresponding text.

5.3 Experiments

5.3.1 Dataset

The experiments presented in this section are based on a modified version of the BuzzFace

dataset [14, 37]. The original Buzzface dataset is balanced by randomly removing instances of
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Figure 5.1: Class Distribution

the true news until the classes are equal. The final distribution for the classes is shown in Fig.

5.1.

The adversarial datasets are created by generating adversarial examples using the FX and

Perturbation attack methods. These adversarial datasets will be referred to as AdversarialFX

and AdversarialPert respectively. Both AdversarialFX and AdversarialPert contain 400 adversarial

examples. Each classifier (RF, XGB, kNN, SVM) has it own corresponding set of adversarial

examples. For the following experiments, each adversarial dataset is split into a training and

test set where the distribution is 40/60. The adversarial datasets are split to enable objective

evaluations of performance in the following experiments.

5.3.2 Baseline

There are 4 distinct models used in the following experiments. Each model was trained using

an 80/20 split and the corresponding data retained for further evaluation. This retained data

will be used in conjunction with each classifiers’ generated adversarial datasets. This data will

be referred to as Baselinetrain and Baselinetest.
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5.3.3 Experiment I: Adversarial Example Performance

The purpose of the first experiment is to evaluate how well each of the classifiers perform when

generating predictions on adversarial examples. Each classifier is used to generate predictions

on the AdversarialFX-test and AdversarialPert-test datasets in order to effectively measure the ad-

versarial effects of the examples. These results will serve as a foundation to compare the results

of the following experiments.

5.3.4 Experiment II: Adversarial Training

The primary focus of the second experiment is to measure the effectiveness of adversarial train-

ing. This is accomplished by augmenting the Baselinetrain with 30 random examples and evalu-

ating the performance when generating predictions on the adversarial test sets. The adversarial

training is constrained to 30 examples due to the size of the Baselinetrain set. Additionally,

30 examples represent approximately 5% of the Baselinetrain set. The secondary focus is to

examine the effect that adversarial training has on the baseline performance when generating

predictions on the Baselinetest set.

5.3.5 Experiment III: Genetic Adversarial Training

When considering that there are countless ways to generate adversarial examples, the question

of quality should be established. The purpose of this experiment is to discover a metric or

methodology to evaluate the adversarial examples. The method presented, genetic adversarial

training (GAT), presents a methodology to measure the quality of the adversarial examples and

discover subsets of different adversarial examples that result in an increased defensive posture.

GAT uses a SSGA to evolve a population of training masks. The training masks consist of

randomly generated binary strings of length N, where N, represents the size of the adversarial

training set. Within the training masks, a 1 means the adversarial example will be used in the

training while a 0 means it will be discarded. Thus, each training mask represents a subset

of adversarial examples that will be used in the adversarial training. Each classifier uses its
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Table 5.1: GAT Control Parameters
Representation Binary string
Recombination Uniform crossover
Recombination Probability 100%
Mutation Invert with constrained probability Pm
Mutation Probability Pm 5%
Parent Selection Binary tournament
Survival Selection Replace worst
Populations size 100
Number of Offspring 1
Initialization Random
Termination Condition 4K function evaluations

respective adversarial examples, AdversarialFX and AdversarialPert, and the Baselinetrain set in

the GAT procedure. The procedure of GAT is as follows:

Step 1: Generate a random population of training masks (individuals).

Step 2: Evaluate each individual in the population by augmenting the individual’s se-

lected adversarial examples and the target classifiers Baselinetrain set to create the adver-

sarial training set. The classifier is then trained with this adversarial training set and is

used to generate predictions on the adversarial test set. The resulting accuracy is used as

the measure of fitness.

Step 3: Select two parents using binary tournament selection and create an offspring

using uniform crossover.

Step 4: Evaluate the created offspring using the procedure outlined in Step 2.

Step 5: Replace the worst performing individual in the population with the offspring.

Step 6: Repeat until reaching the stopping condition.

As discussed in Experiment II, GAT is constrained to select no more than 30 examples.

The GAT control parameters are presented in Table 5.1.
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Table 5.2: Baseline Performance
Classifier Baseline FX Examples Perturbed Examples

RF 0.864 0.562 0.000
XGB 0.843 0.237 0.000
KNN 0.836 0.388 0.000
SVM 0.764 0.017 0.000

5.4 Results

The results in this section were generated by conducting the experiments outlined in Section

5.3. Each experiment evaluates each classifier with their respective adversarial datasets and

Baselinetrain and Baselinetest sets.

5.4.1 Experiment I: Results

The results of Experiment I are shown in Table 5.2. The first column represents the specific

classifier used to generate the results. The second column represents the classifiers accuracy

when generating predictions on the Baselinetest set. The third and fourth columns represent the

accuracy when generating predictions using the AdversarialFX-test and AdversarialPert-test sets.

From Table 5.2, one can see that all the classifiers experience a significant decrease in per-

formance when generating predictions on each type of adversarial example. The RF classifier

shows the most resiliency to the adversarial examples while the SVM performs the worst. How-

ever, notice that only examples from the AdversarialFX-test set are able to be correctly classified.

No classifiers were able to correctly classify the examples within the Adversarialpert-test dataset.

From this, one can conclude that different types of adversarial examples are more effective than

others.

5.4.2 Experiment II: Results

For Experiment II, the results were generated using 30 runs where each run augments 30 ran-

dom examples from the respective adversarial training sets to the Baselinetrain set. The respec-

tive classifier is then trained with the augmented training set. The adversarially trained classifier
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is then used to generate predictions on the Baselinetest, AdversarialFX-test and AdversarialPert-test

sets. The results are shown in Table 5.3 and Table 5.4.

In Table 5.3, the first column represents the specific classifier used to generate the results.

The second column presents the classifiers’ average accuracy and standard deviation on the

Baselinetest set when adversarially trained with the Baselinetrain set and 30 random adversarial

examples from the AdversarialFX-train set. The third and fourth columns show the classifier’s

average accuracy and standard deviation when generating predictions on the AdversarialFX-test

and AdversarialPert-test sets respectively. Similarly, Table 5.4 presents the same metrics but when

the specific classifier is adversarially trained with the Baselinetrain set and 30 random adversarial

examples from the AdversarialPert-train set. In both Tables, a blue value denotes an average that

is greater than the corresponding value in the baseline.

When examining Table 5.3 and Table 5.8, one can observe how adversarial training af-

fects the baseline performance. One can see that the average baseline accuracy changes slightly

across most of the classifiers when trained with adversarial examples. Because of this obser-

vation, one can conclude that adversarial training does affect the baseline performance on non-

adversarial examples. A second observation of interest is how adversarial training affects the

performance when generating predictions on adversarial examples. Notice that when the clas-

sifiers are adversarially trained with FX examples, ATFX, there is an average increase of 33.5%

accuracy and at most 63.7% accuracy when generating predictions on the AdversarialFX-test set

as compared to the baseline results in Table 5.2. This behavior is more apparent as one exam-

ines the adversarial training results when using the AdversarialPert set, ATPert. Following ATPert,

the accuracy on the AdversarialPert-test set increases, on average, from 0% to 42.8% and at most

77.3%.

One can also see that adversarial training using one example type enables correct classifi-

cation for examples of the other type. This is critical because it demonstrates that there exists

information that can be gained using adversarial training that is shared across the different types

of adversarial examples. When considering that generating adversarial examples is often com-

putationally prohibitive, it is of value to identify what samples can be generated at a low cost

but offer an increased defensive posture.
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Table 5.3: FX Adversarial Training Performance
Classifier ATFX FX Examples Perturbed Examples

RF 0.872± 0.008 0.985± 0.016 0.628± 0.070
XGB 0.831± 0.011 0.874± 0.061 0.189± 0.072
KNN 0.833± 0.006 0.486± 0.031 0.002± 0.008
SVM 0.764± 0.002 0.202± 0.054 0.037± 0.035

Table 5.4: Perturbed Adversarial Training Performance
Classifier ATPert FX Examples Perturbed Examples

RF 0.869± 0.009 0.462± 0.103 0.773± 0.025
XGB 0.839± 0.011 0.154± 0.069 0.716± 0.038
KNN 0.832± 0.013 0.418± 0.086 0.213± 0.045
SVM 0.764± 0.002 0.083± 0.113 0.010± 0.016

5.4.3 Experiment III: Results

The results of Experiment III are shown in Table 5.7 and Table 5.8. These results were gener-

ated using 30 runs of the GAT procedure described in Experiment III. Specifically, Table 5.7

presents the results generated by GAT while using the AdversarialFX-train set within the adversar-

ial training procedure and optimizing the resulting AdversarialFX-test set accuracy. While Table

5.8 presents the results generated by GAT while using the AdversarialPert-train set within the

adversarial training procedure and optimizing the resulting AdversarialPert-test accuracy. In both

tables, the first column represents the specific classifier used to generate the results. The second

column presents the average classification accuracy for GAT trained model on the Baselinetest

set and standard deviation. The third column shows the average classification accuracy and

standard deviation on the AdversarialFX-test set. The forth column shows the average classifica-

tion accuracy and standard deviation on the AdversarialPert-test set. In both Tables, a red value

denotes an average that is greater than the corresponding values in the ATFX and ATPert.

In Table 5.7, one can see that GATFX, when compared with ATFX in Table 5.3 for each

of the four classifiers, is similar in performance. This shows that the baseline performance is

only slightly changed using GAT. On the FX examples, GATFX outperforms ATFX for all four

classifiers. On the Perturbed examples, GATFX outperforms ATFX on each of the classifiers

except for RF.
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Table 5.5: GATFX Performance
Classifier GATFX FX Examples Perturbed Examples

RF 0.869± 0.008 1.000± 0.000 0.625± 0.044
XGB 0.833± 0.010 0.987± 0.009 0.202± 0.040
KNN 0.823± 0.007 0.567± 0.025 0.169± 0.019
SVM 0.756± 0.004 0.281± 0.032 0.052± 0.009

Table 5.6: GATPert Performance
Classifier GATPert FX Examples Perturbed Examples

RF 0.863± 0.010 0.551± 0.096 0.867± 0.018
XGB 0.841± 0.011 0.159± 0.037 0.794± 0.022
KNN 0.841± 0.008 0.429± 0.024 0.395± 0.034
SVM 0.763± 0.003 0.181± 0.058 0.038± 0.008

In Table 5.8, GATPert outperforms ATPert on XGB and KNN and is outperformed by ATPert

on RF and SVM. Notice, however, that GATPert outperforms ATPert on all four classifiers on

both the FX and Perturbed Examples.

These results show that GAT is an effective strategy for selecting which adversarial ex-

amples to augment to the baseline training set. In all models, GAT resulted in an increase in

classification accuracy when trained with the corresponding Adversarialtrain set. An additional

observation that one can see in Tables 5.7 and 5.8 is that once again, similar to what is seen

in Tables 5.3 and 5.4 is that GATFX has better performance on the FX examples and GATPert

has better performance on the Pert examples. These results suggest that a hybrid adversarial

training strategy can be formed by combining FX and Pert adversarial examples. This hybrid

training strategy will be a direction for future work.

The results of Experiment III are shown in Table 5.7 and Table 5.8. These results were gen-

erated using 30 runs of the GAT procedure described in Experiment III. Specifically, Table 5.7

presents the results generated by GAT while using the AdversarialFX-train set within the adversar-

ial training procedure and optimizing the resulting AdversarialFX-test set accuracy. While Table

5.8 presents the results generated by GAT while using the AdversarialPert-train set within the

adversarial training procedure and optimizing the resulting AdversarialPert-test accuracy. In both

tables, the first column represents the specific classifier used to generate the results. The second

column presents the average classification accuracy for GAT trained model on the Baselinetest
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Table 5.7: GATFX Performance
Classifier GATFX FX Examples Perturbed Examples

RF 0.869± 0.008 1.000± 0.000 0.625± 0.044
XGB 0.833± 0.010 0.987± 0.009 0.202± 0.040
KNN 0.823± 0.007 0.567± 0.025 0.169± 0.019
SVM 0.756± 0.004 0.281± 0.032 0.052± 0.009

set and standard deviation. The third column shows the average classification accuracy and

standard deviation on the AdversarialFX-test set. The forth column shows the average classifica-

tion accuracy and standard deviation on the AdversarialPert-test set. In both Tables, a red value

denotes an average that is greater than the corresponding values in the ATFX and ATPert.

In Table 5.7, one can see that GATFX, when compared with ATFX in Table 5.3 for each

of the four classifiers, is similar in performance. This shows that the baseline performance is

only slightly changed using GAT. On the FX examples, GATFX outperforms ATFX for all four

classifiers. On the Perturbed examples, GATFX outperforms ATFX on each of the classifiers

except for RF.

In Table 5.8, GATPert outperforms ATPert on XGB and KNN and is outperformed by ATPert

on RF and SVM. Notice, however, that GATPert outperforms ATPert on all four classifiers on

both the FX and Perturbed Examples.

These results show that GAT is an effective strategy for selecting which adversarial ex-

amples to augment to the baseline training set. In all models, GAT resulted in an increase in

classification accuracy when trained with the corresponding Adversarialtrain set. An additional

observation that one can see in Tables 5.7 and 5.8 is that once again, similar to what is seen

in Tables 5.3 and 5.4 is that GATFX has better performance on the FX examples and GATPert

has better performance on the Pert examples. These results suggest that a hybrid adversarial

training strategy can be formed by combining FX and Pert adversarial examples. This hybrid

training strategy will be a direction for future work.
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Table 5.8: GATPert Performance
Classifier GATPert FX Examples Perturbed Examples

RF 0.863± 0.010 0.551± 0.096 0.867± 0.018
XGB 0.841± 0.011 0.159± 0.037 0.794± 0.022
KNN 0.841± 0.008 0.429± 0.024 0.395± 0.034
SVM 0.763± 0.003 0.181± 0.058 0.038± 0.008

5.5 Discussion

In this section, we provide a further analysis (discussion) with respect to the types of adversarial

examples that our research shows to be most successfully used for adversarial training as well

as a closer look into the features of these examples that lead to their success.

For Experiment III, GAT was run 30 times where each run selects the best performing

individual from the population. Thus, following GAT execution, there are 30 evolved individ-

uals where each individual is a training mask that identifies an optimal subset of adversarial

examples. To measure the success of each adversarial example, a measurement of quality is es-

tablished. The quality of each adversarial example is calculated by consolidating the 30 evolved

training masks into a single dataset. Thus, given a dataset of GAT evolved training masks M

such that:

M i = {mij},

where i is from 1 to N , j is from 1 to K , where N represents the number masks, and K

represents the number adversarial examples.

The value of mij is defined as:

mij =


0 if j example is not selected in M i

1 if j example is selected in M i

For each evolved training mask M i, the corresponding GAT calculated fitness is denoted

as f i. Thus, the quality of each adversarial example qj can be represented by:
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Given the calculated quality for each adversarial example, linear regression is used to

determine what features within the adversarial examples are statistically significant in relation

to the quality measure and thereby lead to their success. These statistically significant features

are identified using their p-value such that p-value < 0.05.

Both Fig. 5.2 and Fig. 5.3 present a visual overview of the statistically significant fea-

tures in relation to each classifier and the adversarial example types. In each figure, the circles

represent the group of statistically significant features for the respective classifier. The numer-

ical quantities within the circled areas present the number of statistically significant features

in relation to the classifiers. By inspecting the relationships between the significant features

and classifiers, one can identify which features contribute to an increase in the quality of an

adversarial example.

Within Fig. 5.2, each classifier is shown with their associated significant feature rela-

tionships for the GATFX selected examples. The results show that the SVM classifier has the

greatest number of features that are significant in relation to the quality measure while the

XGB has the least. This is of interest because previously, the SVM performed worst when

faced with adversarial examples and subsequent adversarial training performance. This indi-

cates that the SVM has the largest attack surface among all the classifiers. Table 5.9 presents

the shared statistically significant features between the GATFX selected adversarial examples.

Notice that most of the shared significant features are textual based. This points to potential

issues when extracting features from text. Since textual based features are easier to fabricate

than environmental or news source features, there exists a larger vulnerable attack space.
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Figure 5.2: GATFX Statistically Significant Feature Relationships

Within Fig. 5.3, each classifier is also shown with their associated significant feature

relationships for the GATPert selected examples. Again, the results show that the SVM classifier

has the most significant features in relation to the quality measure while the KNN has the

least. Once again, one can see that there are shared significant features between the classifiers.

Table 5.10 presents the shared statistically significant features between the GATPert selected

adversarial examples. Again, notice that all the shared significant features are textual based

which can lead to a larger space for potential attack.

Notice, in Fig. 5.2 and Fig. 5.3, that there exists an overlap between most of the classifiers

with respect to which features are statistically significant in relation to the quality of the ad-

versarial example. This shared relationship among the features potentially illustrates points of

vulnerability. By identifying what features are essential to the defensive posturing created by

GAT, the attack space is reduced for adversaries. Controversially, this identification facilitates

the process of model robustification by prioritizing and focusing defensive efforts.
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Table 5.9: GATFX Selected Adversarial Examples Shared Statistically Significant Features
Feature Category RF XGB KNN SVM

sentence begin pronoun Textual X X
sentence begin article Textual X X
word usage pronoun Textual X X
Sixltr Textual X X

Figure 5.3: GATPert Statistically Significant Feature Relationships

Table 5.10: GATPert Selected Adversarial Examples Shared Statistically Significant Features
Feature Category RF XGB KNN SVM

900 (domain) News Source X X
filler Textual X X
auxverb Textual X X
assent Textual X X
word usage auxverb Textual X X
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5.6 Summary

In this chapter, we presented two methods for generating adversarial examples. We then use

these examples to measure the affect that the adversarial examples have on the classification

accuracy of four machine learners. Additionally, we introduced a novel method for discovering

subsets of adversarial training examples that lead to a more robust machine learning system.

Our result suggest that adversarial training can be used to create a stronger defensive posture

against adversarial attacks and that there exists a transfer of knowledge gained from using

different types adversarial examples. Our results also show that the performance of adversarial

training can be increased by discovering optimal subsets of adversarial examples using GAT.
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Chapter 6

A Study of Social Network Messages During the COVID-19 Infodemic: Salient Features and
the Propagation of Information Types

6.1 Introduction

Amid a world of the COVID-19 pandemic, people often have turned to social media as a means

of communicating and receiving information. Within existing social networks one can discover

a wide range of messages that vary in sentiment, measure of helpfulness, and/or intended harm.

In this chapter, we measure the utility of Tweets based on their ability to propagate throughout

the Twittersphere as well as the salient features that contribute to their successful propaga-

tion. In this work, we consider five types of Tweets that can be classified as: (1) Caution

& Advice, (2) Doubt & Criticism, (3) Rumor & Counter-Rumors, (4) Generic Harm, and (5)

Non-Situational Information. Our results suggest that, on average, Caution & Advice messages

propagate fastest while messages classified as Generic Harm have the slowest propagation.

For the greater part of 2020, we have been in a worldwide battle with the novel Coro-

navirus. This virus has not only caused a global pandemic, it has also caused a global info-

demic [61,62]. According to [63], the word, infodemic (coined by Washington Post columnist,

David Rothkopf, in 2003), can be defined as ”... a blend of ’information’ and ’epidemic’ that

typically refers to a rapid and far-reaching spread of both accurate and inaccurate information

about something, such as a disease. As facts, rumors, and fears mix and disperse, it becomes

difficult to learn essential information about an issue. Infodemic was coined in 2003, and has

seen renewed usage in the time of COVID-19.”

In this chapter, we study the utility of Tweets communicated during the early stages of the

COVID-19 infodemic based on their ability to propagate throughout the Twittersphere [64, 65]
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as well as the salient features that contribute to their successful propagation. In this study, we

consider five types of Tweets that can be classified as: (1) Caution & Advice, (2) Doubt & Crit-

icism, (3) Rumor & Counter-Rumors, (4) Generic Harm, and (5) Non-Situational Information.

We seek to answer three questions:

Question #1: What are the most salient features for classifying social media messages?

Question #2: Which types of messages, on average, propagate the fastest?

Question #3: Given an information type can one determine the characteristics that will in-

crease its propagation across a social network?

6.2 Our Process

6.2.1 Data Collection

News of the novel coronavirus, COVID-19, became established and began to widely circulate

social media at the beginning of 2020 [66]. The effects and implications of COVID-19 for

United States persons began emerging early February 2020. Due to the timeline of the COVID-

19 response and the focus on the collection of English Tweets, Twitter Dataset is used as the

source for COVID-19 related Tweets.

Within the Twitter Dataset, the Tweet IDs are hydrated using Twitter’s Lookup API and the

non-English Tweets are discarded. The hydration process fetches the requested data associated

with the supplied Tweet IDs. This data includes both Tweet and user metadata. Following

the hydration process, the final Tweet count is approximately 37M. From the 37M Tweets, the

authors that have at least 100 Tweets are identified and their respective Tweets retained. These

Tweets will be referred to as Tweets100 and will serve as the base dataset for this study. The

Tweets100 dataset consists of 2464 authors and 2,308,924 Tweets. From the Tweets100 dataset,

3000 Tweets are randomly sampled for manual labeling. These 3000 Tweets will be refereed

to as Tweets3K-labeled. An additional dataset, is also sampled from Tweets100 by retrieving 15

additional Tweets for each author within the Tweets3K-labeled dataset. These Tweets will be

referred to as Tweetsunlabeled. The Tweets in the Tweets3K-labeled dataset are then labeled with the

following information types.
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Type 1 - Caution and Advice

Includes facts and provides situational awareness of scientific observations, studies, statistics

on number of cases, spread, and deaths, along with expert health-related guidelines to prevent

harm from the virus. Precautionary aspects notify the public to help them protect themselves

from the harm of the virus and include explanations of wearing masks, hand-washing, social

distancing, and avoiding crowds and closed spaces for protection against virus transmission.

Type 2 - Doubt and Criticism

Involves sociopolitical questioning of government handling, responsibilities, or implications

related to the pandemic crisis. Message context can contain uncertainty and validity of the

COVID-19 pandemic reality and can range from legitimate concerns to mis/disinformation

when understanding or sharing virus data.

Type 3 - Rumors and Counter-Rumors

Rumors are defined as talk, opinion, or statements widely disseminated with no discernible

source or basis for truth, or a story or statement in general circulation without confirmation or

certainty as to facts. Counter-Rumors may attempt to refute fake news or rumors by presenting

credible evidence such as demonstrating how wearing masks helps, proving the virus is real

with statistical hospitalization data feedback, and contact-trace data showing human spread

paths. Typically has a temporal component.

Type 4 - Generic Harm

Intend to cause damage, injury or pain to physical, digital, mental, economic, psychological,

reputational, social, political, success and societal aspects. Messaging can contain harm-related

contextual and influential aspects for the purpose of gaining sensitive data, hiding data or infor-

mation, causing physical damage to human populations/groups, inciting confusion or violence,

and influencing election voting for specific candidates.
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Type 5 - Non-Situational Information

This type includes all information that does not fit within any of the previously defined types.

6.2.2 Pre-Processing

The datasets used by the machine learning applications consist of two different feature sets:

linguistic and psychometric features and those feature related to the Tweet metadata. The

linguistic and psychometric features are extracted by processing the Tweet content using LIWC

[38]. LIWC is a text analysis program that categorizes the words used in text into 93 different

categories. The remaining features are extracted from the Tweet metadata surrounding the

content, user, and date. These additional features include:

• timestamp

• user followers

• user following

• isVerified

• isRetweet

• retweet count

• tweet length

• hasUrl

• hasHashTag

Following feature extraction, both feature sets: LIWC and Tweet metadata, are processed

independently. First, the following features are log transformed: timestamp, user followers,

user following. Next, both feature sets are independently standardized by removing the mean

and scaling to unit variance. Finally, both feature sets are combined to create the processed

datasets [67].
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Figure 6.1: Type 5 Model Performance

Prior to starting the auto-label procedure, the issue of the Type 5 instances is addressed.

The Type 5 class represents a catch-all for Tweets that did not belong to any of the other types.

This class is also the largest in the Tweets3K-labeled dataset and thereby hinders classification

performance. To address this issue, all instances of Type 5 Tweets are removed from both

the Tweets3K-labeled and Tweetsunlabeled datasets. This is accomplished by training a Type 5 vs

non-Type 5 model using XGBoost (XGB) [57] to identify instances of Type 5 Tweets. The

performance of this model is evaluated over 30 runs where each run has an 80/20 train/test

split. The performance of this model is shown in Fig. 6.1. A total of 1,231 Type 5 Tweets are

removed from the Tweets3K-labeled dataset and 9,775 from the Tweetsunlabeled dataset.

6.2.3 Auto-Labeler

In order to label the Tweetsunlabeled dataset, an auto-labeler is created using the Tweets3K-labeled

dataset. The auto-labeler is iteratively evolved over 3 iterations to improve the classification

accuracy and address the imbalance between the classes. For each iteration, the auto-labeler
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uses an XGB model and a GEFeS evolved feature mask. Several additional classifiers were

considered for auto-labeling use including: k-Nearest Neighbor [58], Naive Bayes [68], Ran-

dom Forest [56], and Support Vector Machine with RBF kernel [59]. Ultimately, XGB was

selected due to having a higher average accuracy and lower bias towards the Type 4 class.

Fig. 6.2 presents the dataset distribution prior to the auto-labeling procedure. The steps of our

auto-labeler procedure are as follows:

Step 1: Evolve a feature mask using GEFeSXGB

Step 2: Build the auto-labeler with the GEFeSXGB feature mask applied

Step 3: Generate predictions on the Tweetsunlabeled dataset

Step 4: Sample 95 Tweets of each information type from the generated predictions (380

total)

Step 5: Review the sampled predictions for correct labels and measure the performance

Step 6: Add the reviewed samples to the Tweets3K-labeled dataset and remove them from

the Tweetsunlabeled dataset

Step 7: Repeat 3 times

The procedure to build and evolve the auto-labeler is as follows. First, a feature mask is

evolved using a GEFeSXGB model. This feature mask identifies and removes the non-essential

and poorer performing features. Next, the GEFeSXGB model is used to generate predictions

on the Tweetsunlabeled dataset. For each class, 95 Tweets are sampled from the generated pre-

dictions. These sampled Tweets are then reviewed to evaluate and reinforce the auto-labeler’s

performance. This is accomplished by identifying the correct predictions from the sampled

Tweets and calculating the Cohen’s Kappa value [69]. Finally, the correct predictions are re-

moved from the Tweetsunlabeled dataset and added to the Tweets3K-labeled dataset. The expanded

Tweets3K-labeled dataset is used to build the auto-labeler for the following iteration. This iterative

process is conducted 3 times.
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Figure 6.2: Iteration 1 Tweets3K-labeled Dataset
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Figure 6.3: Final Dataset Distribution

Upon completion of the final iteration, the auto-labeler is used to generate the predictions

for the remaining Tweetsunlabeled dataset. Next, the generated predictions are combined with the

Tweets3K-labeled dataset. Thus, the final dataset size is 28,948 Tweets. The distribution for the

final dataset is shown in Fig. 6.3. The performance of the auto-labeler across each iteration is

presented in Figs. 6.4 6.5 6.6. Notice that with each iteration the bias towards Type 4, the largest

class, is reduced and the accuracy increased. Additionally, the inter-rater agreement increases

with respect to the labels for each iteration. This is reflected by the increasing Cohen’s Kappa

value.

44



Figure 6.4: Auto-Labeler Performance Iteration 1
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Figure 6.5: Auto-Labeler Performance Iteration 2
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Figure 6.6: Auto-Labeler Performance Iteration 3
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6.3 Results

6.3.1 Question #1: What are the most salient features for classifying social media messages?

To determine the most salient features for auto-labeling, one can examine the final feature

masks that are evolved using GEFeS. During the final auto-labeler iteration, GEFeS is ran

10 times for 16000 FEs where on each run, the best performing CS is recorded. Examining

the 10 recorded CSs enables identifying what features are the most salient and consistently

contribute to a higher classification accuracy. This is accomplished by counting the occurrence

of each feature in a CS and dividing each sum by the number of runs. Table 6.1 shows the

top 10 salient features used to identify the types. Table 6.1 consists of four columns. The

first column represents the feature index, the second column represents the feature associated

with the feature index, and the third column represents the associated LIWC Psychometric

Category (LPC). The fourth column represents the feature saliency (also known as Feature

Consistency [1]).

When examining Table 6.1, one can note that the most salient features in determining

the information types are the Linguistic/Psychometric features. This is of interest because it

demonstrates that classifying the messages by type renders the non-linguistic features to be

less essential. This indicates that users are propagating all information types without regard to

their social media presence. The user’s social media presence is reflected by the Log Follower

Amount and Log Following Amount.

6.3.2 Question #2: Which types of messages, on average, tend to propagate the fastest?

Following our process, a large quantity of Tweets have been collected, processed, and labeled.

The question of which types of messages, on average, propagate the fastest can now be an-

swered. Several key features, delineated by type, are summarized in Table 6.2. The first col-

umn represents the information type. The second column represents the number of Tweets for

the respective type. The third column represents the number of Tweets from a verified user.

The fourth and fifth columns represent the summation of the log transformed user followers
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Table 6.1: Final Auto-Labeler Top 10 Salient Features
Feature Index Feature LPC Saliency

35 sad Affective Processes 100%
59 achieve Drives 100%
16 they no-LPC 90%
93 OtherP no-LPC 90%
6 WPS no-LPC 80%
36 social Social Processes 80%
43 cause Cognitive Processes 80%
71 leisure Personal Concerns 80%
85 colon no-LPC 80%

100 TweetLength no-LPC 80%

Table 6.2: Key Feature Summary

amount and log transformed user following amount associated with the user propagating the

Tweet. Finally, the sixth column represents the summation of the number of retweets. The

values in parenthesis represent the average value for each metric. From Table 6.2, several ob-

servations can be made. First, one can note that messages that include Caution & Advice tend

to propagate more on average than all other information types. However, messages that include

Generic Harm are created significantly more than any other information type and thereby are

able to reach a larger audience. Second, on average, Rumors and Counter-Rumors tend to be

propagated by users with a larger social media presence.
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Table 6.3: Salient Features Derived from Linear Regression of Type 1: Caution & Advice
Tweets wrt Retweet Count (r-squared=0.434; adj r-squared=0.326)

Feature Category Coefficient P-value

IsRetweet Twitter Feature 0.2665 0.000
death Personal Concern -0.1785 0.000
HasHashTag Twitter Feature -0.1460 0.001
TweetLength Twitter Feature 0.1651 0.002
auxverb Linguistic Dimension -0.2998 0.009
function Linguistic Dimension 0.6126 0.020
posemo Psychological Process -0.6550 0.026
affect Psychological Process 1.0097 0.029

6.3.3 Question #3: Given an information type can one determine the characteristics that will

increase its propagation across a social network?

In Tables 6.3 – 6.6, one can see the results of using linear regression [70] in an effort show the

effect that the features have with respect to retweets. Each table consists of 4 columns. The first

column represents a feature. The second column represents the category of a particular feature.

The third and fourth columns represent the linear regression coefficient associated with the

feature and the corresponding P-value. The features are sorted by ascending P-value in each of

the tables. The tables included only those features associated with P-values ≤ 0.05.

In Table 6.3, one can see the eight features that impact the retweet count for the Cau-

tion & Advice information type. Of the eight features, three are Twitter features (IsRetweet,

HasHashTag, TweetLength), two are LIWC linguistic dimensions (auxverb, function), two are

psychological processes (posemo, affect), and one is a personal concern psychometric (death).

Only the IsRetweet and TweetLength features have a positive correlation with retweets. The

results of Table 6.3 suggests that this information type has a greater chance of propagating if

it is already a retweet, has some length, does not contain hashtags, and minimizes auxiliary

verbs, positive emotion words, function words, and references to death.

In Table 6.4, for the Doubt & Criticism information type there are a total of 16 features.

Of these features: 7 have a positive correlation (TweetLength, IsRetweet, number, focusfu-

ture, anx, Analytic, health), with the first two being Twitter features (TweetLength, IsRetweet),

number being a LIWC grammar metric, focusfuture being a time orientation psychometric, anx
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Table 6.4: Salient Features Derived from Linear Regression of Type 2: Doubt & Criticism
Tweets wrt Retweet Count (r-squared=0.244; adj r-squared=0.182)

Feature Category Coefficient P-value

TweetLegnth Twitter Feature 0.2283 0.000
IsRetweet Twitter Feature 0.4338 0.000
LogUserFollowers Twitter Feature -0.1405 0.002
HasHashTag Twitter Feature -0.0717 0.005
prep Linguistic Dimension -0.1991 0.014
death Personal Concern -0.1013 0.017
money Personal Concern -0.0729 0.017
nonflu Informal Language -0.0817 0.019
number Other Grammar 0.1275 0.023
achieve Drive -0.0718 0.024
focusfuture Time Orientation 0.0580 0.028
WPS Summary Language Variable -0.0743 0.033
anx Psychological Process 0.0624 0.039
female Social Process -0.0842 0.042
Analytic Summary Language Variable 0.1868 0.045
health Biological Process 0.3928 0.048

being a psychological process, Analytic being a LIWC summary language variable, and health

being a biological process. Of the remaining ten that have a negative correlation, two are Twit-

ter features (LogUserFollowers, HasHashtag), two are personal concern psychometrics (death,

money). The last five include a LIWC linguistic dimension, a LIWC informal language metric,

a drive psychometric, a social process, and a LIWC summary language variable (prep, nonflu,

achieve, female, WPS). The results of Table 6.4 suggest that this information type has a greater

chance of propagating if it is already a retweet, is a certain length, contains references to health,

work, anxiety, numerical values, and analytical thinking. Using prepositions, nonfluencies (er,

umm), hashtags, a certain number of words per sentence, having a certain number of followers,

and containing references to death, money, and achievements negatively affect the propagation.

In Table 6.5, one can see the 19 features impact the retweet count for the Rumors &

Counter-Rumors information type. Of these features, three Twitter Features (IsRetweet, Tweet-

Length, TimeStamp), two drive psychometrics (power, risk), two LIWC informal language

metrics (netspeak, assent), two LIWC summary language variables (Analytic, Authentic), a

LIWC grammar metric (number) and a LIWC linguistic dimension (pronoun) all have positive

correlations. The remaining features, including four Twitter features (HasUrl, HasHashTag,
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Table 6.5: Salient Features Derived from Linear Regression of Type 3: Rumors & Counter
Rumors Tweets wrt Retweet Count (r-squared=0.225; adj r-squared=0.207)

Feature Category Coefficient P-value

IsRetweet Twitter Feature 0.3124 0.000
TweetLength Twitter Feature 0.1574 0.000
HasUrl Twitter Feature -0.0632 0.000
HasHashTag Twitter Feature -0.0966 0.000
risk Drive 0.0818 0.001
netspeak Informal Language 0.3297 0.001
power Drive 0.0996 0.002
LogUserFollowers Twitter Feature -0.0671 0.005
Analytic Summary Language Variable 0.0985 0.008
IsVerified Twitter Feature -0.0441 0.009
prep Linguistic Dimension -0.0887 0.012
number Other Grammar 0.0361 0.018
ppron Linguistic Dimension -46.9191 0.027
assent Informal Language 0.0548 0.029
Authentic Summary Language Variable 0.0644 0.032
pronoun Linguistic Dimension 43.8873 0.037
ipron Linguistic Dimension -27.4799 0.037
TimeStamp Twitter Feature 0.0366 0.040
insight Cognitive Process -0.0477 0.047

LogUserFollowers, IsVerified), three LIWC linguistic dimensions (prep, ppron, ipron), and a

cognitive process (insight), have a negative correlation. The results of Table 6.5 suggest that

this information type has a greater chance of propagating if it is already a retweet, is a cer-

tain length, is posted in a specific time, contains common internet abbreviations (lol, btw, thx),

has references to numbers, power, and risk, while avoiding the following: writing in the first

person, prepositions, words that give insight, and Twitter features such as hashtags, URLs, a

certain amount of followers, and account verification.

In Table 6.6, for the Generic Harm information type, there are a total of 24 features that

impact the retweet count. Nine have a positive correlation (ipron, IsRetweet, TweetLength,

percept, negemo, function, certain, sexual, drive). Ipron and function are LIWC linguistic di-

mensions. Percept, negemo, certain, and sexual are perceptual, psychological, cognitive, and

biological processes. The other two are Twitter features. The remaining 15 features include:

two LIWC summary language variables (WPS, SixItr), two LIWC linguistic dimensions (pro-

noun, prep), three drive psychometrics (reward, power, achieve), two Twitter features (HasUrl,
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Table 6.6: Salient Features Derived from Linear Regression of Type 4: Generic Harm Tweets
wrt Retweet Count (r-squared=0.269, adj r-squared=0.266)

Feature Category Coefficient P-value

WC Word Count -0.0424 0.000
WPS Summary Language Variable -0.0314 0.000
pronoun Linguistic Dimension -1.8128 0.000
ipron Linguistic Dimension 1.1279 0.000
reward Drives -0.0394 0.000
IsRetweet Twitter Feature 0.3695 0.000
TweetLength Twitter Feature 0.1786 0.000
HasUrl Twitter Feature -0.0610 0.000
HasHashTag Twitter Feature -0.1062 0.000
anx Psychological Process -0.0217 0.001
hear Perceptual Process -0.0617 0.001
focusfuture Time Orientation -0.0198 0.002
percept Perceptual Process 0.0842 0.002
drive Drive 0.0743 0.003
prep Linguistic Dimension -0.0409 0.007
see Perceptual Process -0.0436 0.007
power Drives -0.0389 0.015
function Linguistic Dimension 0.0849 0.021
death Personal Concern -0.0150 0.022
negemo Psychological Process 0.1121 0.027
certain Cognitive Process 0.0217 0.036
sexual Biological Process 0.0205 0.036
achieve Drive -0.0183 0.039
SixItr Summary Language Variable -0.0153 0.042

HasHashTag), two perceptual processes (hear, see), a LIWC word count metric (WC), a psy-

chological process (anx), a time orientation psychometric (focusfuture), and a personal concern

psychometric (death) all have a negative correlation. The results of Table 6.6 suggests that this

information type has a greater chance of propagating if it is already a retweet, is a certain

length, contains impersonal pronouns, words of sexual content, certainty (always, never), and

function. The likelihood of propagation decreases if the Tweet has URLs and hashtags. Further-

more, using complex sentences with prepositions, pronouns (other than impersonal pronouns),

and words containing six or more letters, including references to time, relativity, future, sight,

sound, reward, anxiety, and death, negatively affect propagation.
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We believe that one can use the results displayed in Tables 6.3 – 6.6 as directives for how

to increase (or decrease) the propagation rate of an instance of an information type within the

Twittersphere with respect to the COVID-19 infodemic.

6.4 Summary

In this chapter, we developed a process for developing an auto-labeler and a classifier for cat-

egorization a large number of Tweets into 4 information types. We then used our resulting

labeled dataset to answer three questions related to: discovering the most salient features for

classifying Tweets, determining the information types that tend to propagate the fastest, and

gaining an understanding of the types of characteristics that may lead to faster propagation for

a particular information type across the Twitter social network with respect to the COVID-19

infodemic.
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Chapter 7

EMO-GAT: An Evolutionary Multi-Objective Method for Adversarial Training

7.1 Introduction

Adversarial examples are an effective method that can be leveraged to attack machine learning

systems. The primary defensive method, adversarial training, is a simplistic approach when

applied without optimization. In this paper we propose a novel method, evolutionary multi-

objective optimization genetic adversarial training (EMO-GAT), that enables the development

of a more robust model by performing evolutionary adversarial training using multiple types of

adversarial examples. We demonstrate that EMO-GAT outperforms both traditional adversarial

training and genetic adversarial training (GAT).

In this chapter, we introduce an extension of Genetic Adversarial Training (GAT) that

utilizes evolutionary multi-objective optimization (EMO), referred to as Evolutionary Multi-

objective Optimization Genetic Adversarial Training (EMO-GAT). We demonstrate the effi-

cacy of EMO-GAT by comparing its performance against two different adversarial training

(AT) methods: traditional AT and GAT. Additionally, we show that EMO-GAT can incorporate

multiple types of adversarial examples, improve model robustness, discover ideal subsets of

adversarial examples, discover an ideal quantity of adversarial examples to use within the AT

routine, and can be used to facilitate the process of threat modeling ML systems.

7.2 Adversarial Examples

In this work, the adversarial examples are generated using two different grey box attacks: a

Perturbation attack [22, 55] and a FX attack [2,71]. Both of these attacks are leveraged against

55



a collection of ML classifiers independently in an effort to create a dataset of adversarial exam-

ples that will be used to objectively compare the performances of several different AT methods.

The classifiers include: Random Forests (RF) [56], XGBoost (XGB) [57], k-Nearest Neighbors

(KNN) [58], and Support Vector Machine with RBF kernel (SVM) [59].

Both attacks generate 200 false negative (FN) and 200 false positive (FP) adversarial ex-

amples targeting each classifier. The adversarial examples are then segmented into a training

set and a test set where the split is 40/60. An overview of the generated adversarial examples

is shown in Fig. 7.1.

Figure 7.1: Adversarial Examples Overview

7.3 Model Robustness

Model robustness [72, 73] can be described as the process of posturing a model such that

when the input variables are drastically changed, consistent and accurate output can still be

achieved. The process of making a model more robust, model robustification [74], can gener-

ally be achieved using two different approaches: modifying the model structure and changing

the training objective.

Modifying the model structure includes methods such as knowledge distillation [75] and

adversarial detection [76]. Knowledge distillation aims to reduce the attack surface exploited by

adversarial examples by reducing the size of the network. This is accomplished by transferring
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knowledge from a large network to a small network. Research has shown [77] that transferred

knowledge reduced model sensitivity and thereby reduced the susceptibility to adversarial ex-

amples generated using perturbation attack methods. While adversarial detection attempts to

detect adversarial examples by analyzing the input prior to attempting to generate predictions.

A few methods include statistical analysis [78] and training an additional classifier [79].

While changing the training objectives typically involves introducing adversarial examples

into the training set. This process is referred to as adversarial training. Adversarial training is

considered the most effective method to defend against adversarial examples and make a model

more robust [80].

7.4 From AT to GAT to EMO-GAT

This section outlines the procedures of the different types of AT methods used in this work: AT,

GAT, and EMO-GAT . Each method is evaluated using the performance on the models initial

test set and the respective adversarial example test sets.

7.4.1 Traditional Adversarial Training

Traditionally, adversarial training (AT) [23,24] is the process of explicitly training a model with

adversarial examples to make it more resilient or robust against adversarial attack.

While traditional AT is an effective method for making a model more robust, it is not

without disadvantage. One issue is a phenomenon described as label leaking [81–83]. Label

leaking is a issue that can emerge during AT where the model’s classification accuracy becomes

higher on adversarial examples than non-adversarial data. This potential shift in the adversar-

ially trained models performance is why the quantity of adversarial examples used in the AT

procedure is controlled and the change to the baseline performance is observed in the following

experiment. The second issue is the inability to objectively evaluate the effects, performance,

and optimizations of AT.
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7.4.2 Genetic Adversarial Training

Genetic Adversarial Training (GAT) [2] aims to overcome several shortcomings present in tra-

ditional AT while enabling optimizing the performance of AT. GAT uses a steady state genetic

algorithm [60] to evolve a population of training masks where a training mask is a binary string

representing which adversarial examples will be used within the AT routine. A 1 means the

adversarial example will be used while a 0 means it will be discarded. The training masks

are evolved over a predefined number of function evaluations allowing the discovery of ideal

subsets of adversarial examples that lead to a more robust model. GAT operates as follows:

Step 1: Generate a random population of training masks (individuals).

Step 2: Evaluate each individual in the population by augmenting the individual’s se-

lected adversarial examples and the target classifiers Baselinetrain set to create the adver-

sarial training set. The classifier is then trained with this adversarial training set and is

used to generate predictions on the adversarial test set. The resulting accuracy is used as

the measure of fitness.

Step 3: Select two parents using binary tournament selection and create an offspring

using uniform crossover.

Step 4: Evaluate the created offspring using the procedure outlined in Step 2.

Step 5: Replace the worst performing individual in the population with the offspring.

Step 6: Repeat until reaching the stopping condition.

To tackle the issue of label leakage, the GAT AT routine constrains the number of selected

adversarial examples to 30. This number was chosen because it represents approximately 5%

of the classifier training set. However, by constraining the number of selected adversarial ex-

amples, the search space for ideal subsets is also limited.
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7.4.3 Evolutionary Multi-objective Optimization Genetic Adversarial Training

Evolutionary multi-objective optimization genetic adversarial training (EMO-GAT) is an ex-

tension of GAT that incorporates evolutionary multi-objective optimization (EMO). EMO-GAT

uses the non-dominated sorting genetic algorithm II (NSGA-II) [36]. The non-dominated sort-

ing genetic algorithm III (NSGA-III) [84] was also considered; however, for this problem, due

to having only two objectives NSGA-II was chosen for use.

EMO-GAT overcomes the shortcomings of both traditional AT and GAT. To address the

previous constraint that GAT imposed on the number of adversarial examples used in the AT

procedure, EMO-GAT does not explicitly limit the number of selected adversarial examples.

Instead, in EMO-GAT, the number of selected adversarial examples is controlled by introducing

a penalty function [85, 86], P . The penalty function, P , is applied by measuring the degrada-

tion of the adversarially trained classifier’s performance on the baseline test set (AAdv) when

compared to the performance of the non-adversarial trained classifier (ANon-Adv) and reducing

the fitness of each objective (F1, F2). Thus, given a change in accuracy:

∆A = ANon-Adv − AAdv

The penalty function can be represented by:

P =


0 if ∆A ≤ 0

∆A if ∆A > 0

Where the modified fitness, F1′ and F2′ can be calculated by:

F1′ = F1− P

F2′ = F2− P

The baseline test set represents represents ”clean” or non-adversarial data and can illus-

trate how AT affects the baseline performance and the potential presence of label leaking. By
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introducing a penalty function, the number of selected adversarial examples can by implicitly

evolved while potentially mitigating the impact of label leaking.

The procedure of EMO-GAT is as follows:

Step 1: A population of individuals is generated. Each individual consists of two training

masks: TMFX and TMPert. The TMFX use adversarial examples from the AdversarialFX-train

set and the TMPert use adversarial examples from the AdversarialPert-train set.

Step 2: Each individual in the population is evaluated to determine the fitness for each

objective. The individuals are evaluated by conducting AT using the TMFX and TMPert

selected adversarial examples and the classifiers associated Baselinetrain set. Following

training, the adversarially trained classifier is used to generate predictions on the associ-

ated Baselinetest set, AdversarialFX-test set, and AdversarialPert-test. The resulting accuracies

are used within the aforementioned penalty function to determine the fitness for each ob-

jective.

Step 3: The population is then sorted based on non-domination into fronts with respect

to each objective.

Step 4: For each individual in the population, a diversity control mechanism, crowding

distance, is measured by calculating the how close each individual is to its neighbors.

Step 5: A new population is filled by selecting the best N individuals from the current

population, where N is the size of the population.

Step 6: Parents are selected using binary tournament selection by first considering the

front level and next the crowding distance.

Step 7: Offspring are created using a crossover and mutation operation. The offspring

are then evaluated to determine the fitness for each objective and are augmented to the

population.

Step 8: Go to Step 3. This procedure is repeated until reaching the predefined stopping

condition.
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7.5 Our Experiment

7.5.1 Dataset

The dataset used in this work is BuzzFace [14, 37]. BuzzFace is a fake news detection data

composed of news stories posted to Facebook during September 2016 and that relate to the

2016 United States presidential election.

7.5.2 Experiment Components

The experiment performed utilizes a collection of machine learning classifiers (e.g. RF, XGB,

kNN, SVM) to compare the performance of several AT methods. Each classifier is trained

using an 80/20 train and test split. The associated training sets and test sets are recorded for

further use during the experiment. This data will be referred to as Baselinetrain and Baselinetest

respectively. Additionally, each classifier also has its own set of adversarial examples (FX,

Perturbed). As previously mentioned, the adversarial examples are split into a training and test

set using a 40/60 split. This data will be referred to as AdversarialFX-train, AdversarialFX-test,

AdversarialPert-train, and AdversarialPert-test. A summary of the different components is summa-

rized below.

• Baselinetrain|test - the initial data associated with each classifier. This data enables con-

ducting adversarial training and provides a baseline for measuring the change in the orig-

inal test accuracy (baseline accuracy).

• AdversarialFX-train|test - the FX adversarial examples generated for each classifier. This

data will be used within the adversarial training routines and enable evaluating the per-

formance of adversarially trained classifiers.

• AdversarialPert-train|test - the Perturbed adversarial examples generated for each classifier.

This data will be used within the adversarial training routines and enable evaluating the

performance of adversarially trained classifiers.
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Table 7.1: Baseline Classifier Performance
Classifier Baseline FX Examples Perturbed Examples

RF 0.864 0.562 0.000
XGB 0.843 0.237 0.000
KNN 0.836 0.388 0.000
SVM 0.764 0.017 0.000

• Baseline Accuracy- the baseline accuracy represents the performance of the respective

classifiers when generating predictions on the Baselinetest data. This metric enables de-

termining how the AT methods affect the classification performance on non adversarial

data.

• FX Accuracy - the FX accuracy represents the performance of the respective classifiers

when generating predictions on the associated AdversarialFX-test data. This metric enables

evaluating how AT affects the classification performance on FX adversarial examples.

• Pert Accuracy - The Pert accuracy represents the performance of the respective classi-

fiers when generating predictions on the associated AdversarialPert-test data. This metric

enables evaluating how AT affects the classification performance on Pert adversarial ex-

amples.

7.5.3 Classifier Baseline

The baseline performance for each classifier is outlined in Table 7.1. The first column presents

the classifier used to generate the results. The second column presents the classifier accuracy

on the Baselinetest set. The third and forth columns represent the classifier performance when

classifying the associated AdversarialFX-test and AdversarialPert-test sets. These results provide a

baseline to evaluate the different AT methods.

7.5.4 Experiment Layout

Traditional AT is conducted by selecting 30 random adversarial examples to augment to the

training set to create the adversarially trained model. This process is performed for each model

using their respective AT sets, AdversarialFX-train and AdversarialFX-test, independently. Thus,
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using the traditional AT method, there exists two sets of results representing the respective

adversarial examples used within the AT routine: ATFX and ATPert. Following execution, the

generated results from each run will be used to measure the performance of traditional adver-

sarial training.

GAT is conducted by evolving a population of training masks where each training mask

represents the selected adversarial examples to use in the AT. Similar to traditional AT, GAT

is also constrained to selected no more than 30 adversarial examples. The GAT procedure

is performed independently for each classifier using their respective adversarial training sets:

AdversarialFX-train and AdversarialPert-train. Thus, using GAT, there exists two sets of results

representing the respective adversarial examples used within the GAT routine: GATFX and

GATPert. Following execution, the best individual will be selected from the evolved population

for each run. These individuals will be used to measure the performance of GAT.

EMO-GAT is conducted by discovering pareto-optimal sets of solutions and mapping out

the different pareto fronts. This is accomplished by utilizing NSGA-II to evolve a population of

individuals that contain training masks for the respective adversarial example types. The EMO-

GAT procedure is performed independently for each model using each classifier’s respective

adversarial training sets: AdversarialFX-train and AdversarialPert-train. Following execution, a sin-

gle individual from the pareto-optimal front is selected from each run. These individuals will

be used to measure the performance of EMO-GAT.

7.6 Results

The results presented in this section were generated by evaluating the performance of each

AT method: traditional AT, GAT, and EMO-GAT. Each AT method’s performance is evaluated

over 30 runs, where a run is the process of completing the procedure of the AT method and

generating results. The performance for each method is measured using 3 different metrics:

average Baseline accuracy, average FX accuracy, and average Pert accuracy. The performance

for each AT method is presented in Figs. 7.2, 7.3, 7.4. Within each figure, the bars denote the

classifier performance associated with a particular AT method.
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Figure 7.2: Average Baseline Accuracy

In Fig. 7.2, the average Baseline accuracy is presented for the experiment. The Baseline

accuracy represents how well the adversarially trained classifiers performed on non-adversarial

data. One can note that in all AT training methods, there is a deviation in the baseline perfor-

mance when compared to the non adversarially trained classifier. This is of interest due to the

phenomenon of label leaking that can emerge through the process of AT. Considering this, the

results suggest that the methods used to control the number of adversarial examples used within

the different AT routines is generally effective in mitigating the effects of label leaking. How-

ever, the EMO-GAT method when utilizing the KNN classifier appears to have approximately

a 15% decrease in baseline accuracy. This can be addressed by introducing a more severe or

advanced penalty function within the EMO-GAT procedure.

The average FX accuracy for the experiment is presented in Fig. 7.3. The FX accuracy

represents how well the adversarial trained classifiers performed on the AdversarialFX-test data

set. One can note that EMO-GAT performs slightly worse than the GATFX method for several

classifiers. This can be attributed to GATFX being optimized on only a single objective.

In Fig. 7.4, the average Pert accuracy is presented for the experiment. The Pert accuracy

represents how well the adversarially trained classifiers performed on the AdversarialPert-test data

set. Notice that for all classifiers, EMO-GAT out significantly outperforms all other AT methods
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Figure 7.3: Average FX Accuracy

by at most 81% and at minimum 13%. This is significant because based on the baseline results,

the AdversarialPert examples are the most difficult to accurately detect.

The results presented suggest that the proposed extension, EMO-GAT, can perform nearly

as well and better than the compared AT methods within each objective. However, this does

not consider the most important feature of EMO-GAT, multi-objective optimization.

The only cases where EMO-GAT’s performance was slightly lower than the other AT

methods was when the respective accuracy measure was the same as the adversarial examples

used in the AT. For example, consider the performance of GATFX and EMO-GAT when using

the RF classifier and classifying AdversarialFX examples. GATFX out performs EMO-GAT by

approximately 5%. However, if one were to examine the performance of GATPert and EMO-

GAT when using the RF classifier and classifying AdversarialPert examples, a different result

occurs. EMO-GAT out performs GATPert by nearly 14% even when GATPert is optimized on

a single objective. This also alludes to the transfer of knowledge that can be gained from

conducting AT on multiple types of adversarial examples. Such that, when a model is trained

on a single type of adversarial example, the classification accuracy significantly increases when

generating predictions other types of adversarial examples.
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Figure 7.4: Average Pert Accuracy

7.7 Discussion

7.7.1 Performance Significance

To determine the top performers with respect to the results, the non-domination principle is

applied to determine how the results compare when considering multiple objectives. In this

analysis, only the adversarial example classification performance is considered. The Baseline

accuracy is not included because it is not an objective that was sought to be maximized. Rather,

the goal was to avoid a degradation in accuracy when classifying non-adversarial data. Because

of this and the fact that including the Baseline accuracy would undermine the results of a non-

domination sort, it is excluded from consideration. By conducting this type of analysis, the top

performing solutions with respective to both objectives can be determined. Table 7.2 presents

the top 5 fronts resulting from the non-domination sort. The first column represents the front

and the second column presents the front distribution with respect to the AT method. Within the

table, the first front represents the pareto-optimal set of solutions. Meaning that the solutions

in the first front are no worse than any other individuals with respect to any objective and better

in at least one objective. This principal holds true for the following fronts with respect to the

preceding front. Fig. 7.5 depicts a graphical overview of the established fronts.
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Table 7.2: Non-domination Sort Results
Front Solutions

1 EMO-GATRF

2 EMO-GATXGB

3 ATFX-RF, GATFX-RF, GATPert-RF

4
ATPert-RF, GATFX-XGB, GATPert-XGB,
EMO-GATKNN, EMO-GATSVM

5 ATFX-XGB, ATPert-XGB, GATPert-KNN

Figure 7.5: Front Overview

Notice, that within the top 5 fronts, solutions using EMO-GAT are more prevalent. Indi-

cating that, EMO-GAT achieves the best trade between the two objectives independent of the

classifier used within the AT routine. This is significant because the RF and XGB classifiers

tend to have optimal performance correctly classifying adversarial examples. However, these

optimal classifiers are dominated by lower performing solutions when using the EMO-GAT

method.

7.7.2 Quantity of Adversarial Examples

One of the challenges associated with AT is determining an ideal quantity of adversarial ex-

amples to use. This issue is compounded when dealing with multiple types of adversarial

examples. As previously discussed, having too many adversarial examples can induce label
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Table 7.3: EMO-GAT Selected Adversarial Examples
Classifier FX Examples Pert Examples

RF 76.633± 8.060 87.900± 6.085
XGB 79.400± 4.841 89.033± 6.770
KNN 84.800± 6.306 80.900± 4.826
SVM 129.133± 4.410 132.000± 4.435

Table 7.4: Classifier Threat Modeling
Pre-Adversarial Training Post-Adversarial Training

Classifier FX Examples Pert Examples FX Examples Pert Examples
RF Med High Low Low

XGB High High Low Low
KNN High High Low Med
SVM High High Med Med

leaking and hinder classifier performance on clean input. However, EMO-GAT enables discov-

ering an ideal number of adversarial examples to use within the AT routines for each adversarial

example type. The ideal quantity is implicitly discovered through the evolutionary search that

EMO-GAT performs. The quantity of selected adversarial examples are presented in Table 7.3.

The first column represents the specific classifier. The following columns present the average

number and standard deviation of the quantity of selected adversarial examples with respect

each adversarial example type. Notice that the average quantity of selected adversarial exam-

ples for the SVM classifier are significantly higher when compared to the other classifiers. The

SVM also had a significant drop in the baseline performance. These two behaviors allude to the

presence of label leaking. As previously discussed, this behavior can be mitigated by introduc-

ing a more severe or advanced penalty function. One can also see, that on average, the quantity

of the Adversarialpert examples are selected in larger quantities than the AdversarialFX adver-

sarial examples. This can be attributed to the AdversarialPert examples being more effective at

misleading the classifiers and requiring more data to better generalize the distribution.

7.7.3 Threat Modeling

Threat modeling is the process of identifying, quantifying, and analyzing potential threats to

specific systems [87,88]. A threat can be described as a vulnerability or point of weakness that
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can be exploited by an adversary. By conducting an introspective evaluation of ML systems,

threats can be identified, mitigated, and remediated. EMO-GAT facilitates this process by

enabling constructing a trade-off between multiple objectives when posturing a ML system.

For example, given the generated adversarial examples and the classifier performance both

before and after EMO-GAT application, the potential attack surface can be analyzed.

Table 7.5 presents a threat model of the generated adversarial examples and their respec-

tive metrics. Each of the metrics are derived from the creation method, required knowledge,

and the threat for each type of adversarial example. The first column represents the specific

metric that is being evaluated. The following columns present the respective adversarial exam-

ple types. Each of the metrics are quantified with a low, medium, or high value. The generation

cost represents the computational cost required to generate the respective adversarial exam-

ples. The AdversarialFX examples are assigned a low generation cost value due to the simple

approach needed for generation. While the AdversarialPert examples have a high generation

cost assigned due to using an evolutionary strategy to generate the examples and resulting in a

significant computational cost. The required knowledge represents how much information an

adversary would need to successfully create the respective adversarial examples. Both, adver-

sarial example types have a medium value due to requiring access to the trained classifier and

the dataset. The threat, represents how vulnerable the classifiers were to the respective adver-

sarial example types prior to AT. Both adversarial example types are given a high threat value

due to the poor classification performance across the majority of the classifiers. The average

accuracy performance (AAvg) ranges for the assigned threat values are as follows:

Threat =


High if AAvg ≤ 45

Med if 45 < AAvg ≤ 70

Low if AAvg > 70

Through analyzing the classifiers both before and after AT, the residual threat for each

classifier with respect to the adversarial example type can be determined. Table 7.4 presents the

classifier threat modeling both before and after conducting AT using the EMO-GAT method.
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Table 7.5: Adversarial Example Threat Modeling
Type FX Examples Pert Examples

Generation Cost Low High
Required Knowledge Med Med

Threat Med High

The first column presents the specific classifier. The following columns present the threat

assessment of the respective adversarial example types both before and after conducting AT

using EMO-GAT. When examining the overall classifier threat modeling, one can notice that

for all classifiers, the threat is substantially reduced following EMO-GAT AT. Specifically, all

the high and medium threats were remediated following EMO-GAT application. Additionally,

one can also determine which classifiers are more robust by inspecting the shift in the classifier

attack surface. For example, the RF classifier had a medium and high threat assessment for the

respective adversarial example types. Following EMO-GAT AT, both adversarial example types

were reduced to a low threat value. While this behavior is consistent across the majority of the

classifiers, the RF was slightly more robust when compared to the other classifier performance

prior to AT. This slight difference may indicate that the RF classifier is better at generalizing

the adversarial example distributions when compared the other classifiers. One can also see

that some classifiers still maintain a sizeable attack surface and thereby are more vulnerable to

attack.

7.8 Summary

In this chapter, we presented an extension of GAT, EMO-GAT and demonstrate its efficacy by

comparing its performance against several AT methods. The results suggest that EMO-GAT is

an effective method for conducing AT and outperforms the compared AT methods in promoting

a more robust model. The results also suggest that EMO-GAT can incorporate and discover an

ideal trade off between multiple types of adversarial examples, discover an ideal quantity of

adversarial examples for AT, and facilitate the process of threat modeling.
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Our future work will be dedicated towards improving the performance of EMO-GAT. This

includes experimenting with different hyper-parameters within the EA routine and exploring

more advanced penalty functions.
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Chapter 8

An Extended Study of Social Network Messages During the COVID-19 Infodemic: Salient
Features and the Propagation of Information Types

8.1 Introduction

Machine learning requires large quantities of quality data in order to develop an unbiased and

well representative model. One challenge associated with this is acquiring data that is labeled

with a high degree of fidelity and consistency. Coupled with the requirements for a large

amount of data, the problem becomes more severe. The immediate objective for this work is

to expand on our previous approach for generating labels on a large collection of Tweets. The

secondary objective is to reevaluate the our previous research questions on a broader diversity

of Tweet content.

8.2 Auto-Labeler

Multi-objective optimization is combined with feature-selection to improve upon previous ef-

forts in constructing an auto-labeler. This combined strategy will be referred to as a NSGAGEFeS

hybrid. The multi-objective strategy used is the non-dominated sorting genetic algorithm II [36]

(NSGA-II) while the feature selection method used is genetic and evolutionary feature selec-

tion (GEFeS). The problem of labeling the collected Tweets is broken down into two phases.

In the first phase, Tweets whose content falls outside of the desired classes are identified and

removed. This non-relevant Tweet content will be referred to as non-essential information. In

the second phase, Tweets are labeled in accordance to the defined classes. Both phases involve
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iteratively evolving machine learning models by proving batches of labeled Tweets and rein-

forcing the model’s predictions on unlabeled Tweets. Following the completion of both phases,

a pipeline will be created to ingest Tweet content and generate labels.

In both phases NSGA-II is used to maximize the models accuracy in correctly classifying

the Tweets and the Cohen’s kappa coefficient [89, 90]. Accuracy was chosen as an objective

to maximize due to the metric representing how well the model is at identifying relationships

and patterns. While Cohen’s kappa was selected due to the type of problem being solved.

Cohen’s kappa coefficient is a statistical measure of inter-rate agreement between two raters

that is corrected for how often that the raters may agree by chance [91]. This metric is of

relevance and value due to having both the predicted and actual labels serving as raters. By

using this metric, the models can learn to exhibit a higher agreement between both series of

data and thereby improve model performance. Cohen’s kappa coefficient can be represented in

several ranges that depict the quality of rater agreement. Table 8.1 presents the value ranges for

the Cohen’s kappa values and the corresponding strength of agreement.

Table 8.1: Cohen’s Kappa Interpretation

Cohen’s Kappa Strength of Agreement

0.00 - 0.20 Poor

0.21 - 0.40 Fair

0.41 - 0.60 Moderate

0.61 - 0.80 Substantial

0.80 - 1.00 Almost Perfect

8.2.1 Data Processing

To process the Tweets and generate the features is broken down into two stages: processing and

transforming the Tweet content and extracting the features.

In the first stage, the Tweet content is processed and transformed. The Tweet content

includes the actual Tweet and the associated metadata. The metadata includes contextual in-

formation about the Tweet and the author (user) including: user followers, user following,
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isVerified, isRetweet, retweet count, Tweet length, hasUrl, and hasHasTag. The metadata is

processed to extract several features and the larger valued features such as the user followers,

user following, and retweet count are log transformed. Next, the Tweet is processed to remove

hashtags, non-ascii characters, user tagging, and URLs. There are 11 features generated in this

stage.

In the second stage, the features are extracted using several frameworks: Syntax-Aware

LexicaL Emotion Engine (SALLEE) [92], Cognition [93], Drives [94], Social Dynamics [95],

Temporal and Orientation [96], Toxicity [97], Needs and Values [98], and Linguistic Inquiry

and Word Count (LIWC) [38]. SALLEE is a framework that detects emotions and sentiment

expressed in text to generate emotional scores. The Cognition framework examines text to

quantify aspects of cognitive processing and analytical thinking to analyze how people process

information and make decisions. The Drives framework provides insight into motivational or

drive indicators within text. After combining all the features, 176 features are generated in this

stage.

The features extracted in the both stages are combined to create the processed dataset. The

processed dataset consists of 187 features for each processed Tweet.

8.2.2 Phase 1: Removing Non-essential Information

In the first phase, the non-essential information is identified and removed. This is accomplished

by iteratively training a NSGAGEFeS hybrid model to identify the non-essential information.

Each iteration (batch) involves evaluating the NSGAGEFeS hybrid performance on a batch of

250 Tweets. The NSGAGEFeS hybrid’s performance is evaluated from 2 different perspectives:

performance on the test set and the performance on Tweets sampled from the unlabeled dataset.

The reason a second ’test’ set is utilized is due to the complex and diverse feature space. The

second ’test’ set serves to objectively measure how the auto-labeler can be expected to per-

form when actually deployed. A baseline is also created to compare the advantages in using

the NSGAGEFeS hybrid method. The baseline represents a vanilla approach and evaluates the

model’s performance with the absence of any auxiliary training methods such as feature selec-

tion.
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As previously mentioned, the iterative approach to building the NSGAGEFeS hybrid model

is achieved through multiple iterations or batches. A batch is the process of sampling 250

Tweets from the dataset, processing the Tweets, building and evaluating model performance,

and feeding the labeled data into the following batches. Meaning that, the overall labeled

dataset grows by 250 Tweets for each batch completed. For the baseline, the performance is

measured by simply splitting the labeled dataset into an 80/20 split and training an XGB [57]

model. This routine is completed for 30 runs and serves a comparative baseline for each batch.

The routine to train, evaluate, and select a NSGAGEFeS hybrid for a single run is as follows.

Step 1: Sample 250 Tweets from the dataset. These tweets are processed, manually

labeled, and are added to the current batch’s dataset.

Step 2: Split the batch’s dataset into a training and a test set using an 80/20 split.

Step 3: Create a population consisting individuals where each individual consists of a

feature mask that will be applied to the training dataset to create a reduced training set in

accordance with the GEFeS routine.

Step 4: Measure the fitness of each individual in the population. The fitness is calculated

by training a XGB model with the reduced training set and generating predictions on the

test set. The fitness measure consists of the model’s accuracy and Cohen’s kappa value.

Step 5: Domination sort the population into fronts, such that, each front is only dominated

by the preceding front in accordance with the NSGA-II routine.

Step 6: Select parents using binary tournament selection and generate offspring using

uniform crossover.

Step 7: Replace the worst performing individuals in the population with the offspring.

Step 8: Repeat until reaching the stopping condition.

For each batch, the NSGAGEFeS hybrid model is evaluated for 30 runs at 4K, 8K, and

16K function evaluations (FE). Meaning that, in each batch where a NSGAGEFeS hybrid model
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routine is completed, there exists 30 collections of evolved solutions for each number of FEs.

To select the best model, the collection of solutions are combined and domination sorted. By

combining and domination sorting the evolved solutions, the better performing solutions with

respect to each objective can be identified.

Tables 8.2 and 8.3 present the performance across each batch for the first phase. Specifi-

cally, Table 8.2 lists the performance on the test sets while Table 8.3 shows the performance for

the sampled collections of 250 Tweets. In both tables, the first column represents the specific

batch. The next two columns represent the performance of the vanilla approach over 30 runs

with respect to accuracy and Cohen’s kappa. The final two columns represent the performance

of the 30 best individuals from the NSGAGEFeS hybrid runs with respect to accuracy and Co-

hen’s kappa value. In the performance columns, the value outside of the parentheses denotes

the highest value achieved for the associated metric. The values within the parentheses are the

respective metric averaged over 30 runs/individuals and the standard deviation.

Notice that in both tables a general trend can be observed. With respect to the average

accuracy, the Baseline test set performance and prediction performance both tend to follow

an upward trend as the batches progress. While the NSGAGEFeS hybrid appears to be follow

an inverted trend where the testing accuracy is decreasing while the prediction accuracy is

increasing. The trend with the Baseline can attributed to the natural biases that are exhibited by

machine learning algorithms. Due to the small amount of training data, effective generalization

are difficult to achieve. This results in causing models to a lean towards simplistic learning

strategies. This simplistic approach or naive behavior continues until better generalizations can

be achieved with more data. On the other hand, the NSGAGEFeS hybrid exhibits an interesting

behavior. This inverted trend may be attributed to how genetic algorithms iterate through a

search space and more towards better solutions. Given the lack of training data, the NSGAGEFeS

hybrid will also be driven towards simpler generalization approaches, but the performance

will be optimized due to the nature of genetic algorithms. For example, given an strongly

imbalanced dataset, simple models will tend to heavily favor the large class. However, with the

inclusion of more auxiliary methods, more advanced decisions can be learned that also include

favoring the larger class. Thereby, as the NSGAGEFeS hybrid receives more training data, it
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Table 8.2: Phase 1: Test Performance

Table 8.3: Phase 1: 250 Tweet Prediction Performance

becomes more difficult to generalize. However, the information learned is effectively applied

and is exhibited when generating predictions on the sampled Tweets. This trend suggests that

the NSGAGEFeS hybrid models are effectively able to generalize on diverse samples of Tweets

and can serve as auto-labelers.

The performance of the best performing NSGAGEFeS hybrid model is shown in Figs 8.1

and 8.2. This model was chosen because it exhibits the best performance while having a sizable

amount of training data. This model will be used in the completed pipeline to identify Tweets

that consist of non-essential information and flag them for removal.
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Figure 8.1: Phase 1: Auto Labeler Test Accuracy
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Figure 8.2: Phase 1: Auto Labeler Prediction Accuracy

8.2.3 Phase 2: Classifying Tweets

In the second phase, the Tweets are assigned a label. Similar to the first phase, this is accom-

plished by iteratively training a NSGAGEFeS hybrid model to classify Tweets by information

type. The procedure is largely the same except that there are four classes to classify. However,

due to having multiple classes and a larger data space to generalize, several different techniques

were explored to improve the classification performance. The techniques include several dif-

ferent applications of ensemble learning [99, 100] techniques. Each technique is evaluated

following the execution of each batch. Meaning that, the ensemble learning techniques include

only the 30 best individuals from the NSGAGEFeS hybrid routine. The first ensemble learning

technique applied is voting. Two voting methods are explored including: hard voting [101] and

weighted voting [102]. Hard voting entails having each model in the voting scheme generate

predictions and using a majority rule to determine the final predicted labels. While weighted
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voting involves weighting the votes from the models in the voting scheme such that the impor-

tance given to a vote is proportional to the model’s classification success. In this application,

the weights used are the test accuracies associated with each model. Finally, the last tech-

nique is a feature aggregation method. The underlying premise is that each model was evolved

and underwent an evolutionary process to identify essential features with different subsets of

training data. Because of this, each model’s feature mask represents the ideal features for dif-

ferent areas of the search space. By aggregating these feature masks, a broader feature mask

can be identified that incorporates the ideal features from each of the model’s observed search

spaces. The aggregated feature mask approach involves taking the 30 best individuals from the

NSGAGEFeS hybrid routine and analyzing the frequency each feature selection. From this, the

top 50% features are retained and used to train a new XGB model. This new model is evaluated

over 30 runs using the created feature mask.

Tables 8.4, 8.5, and 8.6 outline the performance of the models across the different batches

for the second phase. Specifically, Table 8.4 presents the performance on the test sets while

Tables 8.5 and 8.6 lists the performance on for the sampled collections of 250 Tweets. Similar

to the first phase, in each table the performance representation for the model is accuracy and the

Cohen’s kappa value. Again, the Baseline measures the performance of an XGB model when

trained on the respective batch’s training set over 30 runs. The performance of the NSGAGEFeS

hybrid includes the 30 best solutions from an aggregation of the 30 runs for each of the function

evaluation amounts. Differing from the previous phase, the performance of the three ensemble

based approaches are also presented. It’s worth noting that due to both voting methods using

a collection of pre-trained models and combining each of the models decisions, only a single

performance is measured from the generated predictions.

From the Phase 2 results several observations can be made. First, one can note that the

same performance trends observed in Phase 1 are also generally present in Phase 2. However,

the upward performance trend with respect to average accuracy is lost after several Batches.

This behavior can be attributed to the more complex problem being solved. Phase 2 has four

classes while Phase has only 2. The increase in problem complexity makes it harder for the
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Table 8.4: Phase 2: Test Performance

Table 8.5: Phase 2: 250 Tweet Prediction Performance

models to effectively generalize. Aside from the Baseline, each performance evaluation is re-

lated to the NSGAGEFeS hybrid models. Thereby, when comparing the Baseline to the other

performance representations, it suggests that on average, is not effective in solving this prob-

lem. However, due to the baseline also exhibiting the same performance trend, it suggests that

the utilized feature representations may not be sufficient for this problem. To address this, more

advanced feature representations can be explored.

The final model chosen as Phase 2’s auto labeler is the NSGAGEFeS hybrid model from

batch 6. This model is chosen because it offers the best performance when generating pre-

dictions on the sampled Tweets while having a substantial strength of agreement based on the

Cohen’s kappa value. The performance of the chosen NSGAGEFeS hybrid model is shown in

Table 8.6: Phase 2: 250 Tweet Prediction Performance with Voting
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Figure 8.3: Phase 2: Auto Labeler Test Accuracy

Figs 8.3 and 8.4. This model is used in the completed pipeline to classify Tweets with respect

to an information type.

8.2.4 Final Pipeline

Following the completion of the auto-labeler construction in both phases, the pipeline is created

to ingest and process Tweets. Using the pipeline approximately 36K Tweets were ingested and

auto-labeled. From the 36K Tweets, approximately 33K Tweets were identified as non-essential

information and discarded. Thereby, the final collection of labeled Tweets processed from the

pipeline is 3,666 Tweets. Combining this with the datasets built from the batches, the final

dataset contains 5,664 Tweets. Fig 8.5 presents an overview of the class distribution of the final

collection of labeled Tweets.
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Figure 8.4: Phase 2: Auto Labeler Prediction Accuracy

Figure 8.5: Final Dataset Class Distribution
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Table 8.7: Extended Top 10 Salient Features
Feature Index Feature Representation Saliency

105 she he Linguistic 80%
157 focus future Temporal and Orientation 76%
176 periods Linguistic 76%
46 social Personality 73%
67 tentative Cognitive 73%
74 goodfeel Emotions 73%

145 health Linguistic 73%
184 apostrophes Linguistic 73%
11 extraversion Personality 70%
34 anxiety prone Personality 70%

8.3 Results

8.3.1 Question #1: What are the most salient features for classifying social media messages?

To determine the most salient features for classifying social media messages, the NSGAGEFeS

hybrid results from Phase 2 Batch 6 can be used. Previously, it was discussed that for each batch

the NSGAGEFeS hybrid run results are aggregated and the best individual chosen. However,

instead of taking the best individual, the 30 best performing individuals can be analyzed. Each

individual consists of an evolved feature masks that contributes to better performance when

generating predictions. By analyzing the collection of feature masks, the salient features that

contribute to classifying social messages can be derived. Table 8.7 shows the top 10 features

used to classify social messages by type. In the table, the first column represents the feature

index. The second column represents the specific feature. The third column represents the

features respective category. Finally, the last column represents how consistently the feature

was selected within the 30 best individuals.

When examining 8.7, one can note that the most common feature representation consists

of linguistic features. This is of value because linguistic features do not tend to require an

enriched corpus for information retrieval. Meaning that, simple text content contains ample

enough information to successfully extract linguistic information.
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Table 8.8: Extended Key Feature Summary

8.3.2 Question #2: Which types of messages, on average, propagate the fastest?

Table 8.8 presents summary of key features with respect to information type. In Table 8.8

the first column presents the information type while the following columns present the metrics

with the associated features. For the the second column, the value in parentheses represents

the percentage of verified user. In the following columns, the value in parentheses denotes the

average value for the associated metric. From the table, several observations can be made. First,

Tweets consisting of Doubt & Criticism tend to be propagated more on average while Caution

& Advice are propagated the least. It can also be seen that Rumors and Counter-Rumors are the

most common information type and are propagated by users that have a large social following.

8.3.3 Question #3: Given an information type can one determine the characteristics that will

increase its propagation across a social network?

Tables 8.9 - 8.12 present the results for conducting linear regression with with respect to in-

formation type to measure the impact that features have to the number of retweets. In each

table, the first column shows the respective feature. The second column shows the feature cat-

egory. While the last columns show the coefficient, standard error, and P-value resulting from

the linear regression. The coefficient denotes the size of the effect that changes to the feature

will cause to the number of retweets. For example, if there is a positive coefficient, increasing

the associated feature can expect to result in a high number of retweets. The standard error

represents how accurate the coefficient is where a lower error value denotes a higher accuracy.

The P-value represents a measure of statistical significance where a P-value < 0.05 denotes
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Table 8.9: Top 15 Salient Features Derived from Linear Regression of Type 1: Caution &
Advice Tweets wrt Retweet Count (r-squared=0.689; adj r-squared=0.652)

Feature Category Coefficient Std Err P-value

has hashtag Twitter Feature -0.7044 0.125 0
has url Twitter Feature -0.7929 0.131 0
is retweet Twitter Feature 4.7596 0.205 0
user is verified Twitter Feature 1.5554 0.433 0
six plus words Linguistic -3.9874 1.003 0
tweet length Twitter Feature 0.0052 0.001 0.001
clout Linguistic -0.0587 0.018 0.001
has mentions Twitter Feature -0.5747 0.181 0.002
risk seeking Drives -4.4296 1.43 0.002
power Linguistic 0.0286 0.011 0.008
inward focus Social Dynamics -0.7085 0.272 0.009
negations Linguistic 0.0139 0.006 0.017
authentic Linguistic 0.0217 0.01 0.031
social Social Dynamics -0.0179 0.008 0.032
achievement Drives 0.0125 0.006 0.048

statistical significance. In each table the features are sorted with an ascending P-value and only

the top 15 statistically significant features with the lowest standard error are presented.

In each of the tables, the top 15 salient features are shown in relation to the number of

retweets. Inspecting this information enables identifying which features are negatively and

positively correlated with the number of retweets with respect to the information type. By

applying the results shown, messages can be crafted such that they promote successful propa-

gation. For example, given a need to propagate Caution & Advice related messages, one can

craft their message to optimize on the positively correlated features while minimizing the nega-

tively correlated features. This may take the form of ensuring the message does not contain has

tags, does not have any URLs, is a retweet, is originated from a verified user, does not contain

mentions, and does not exhibit any risk seeking characteristics.

8.4 Summary

In this chapter, we have presented and demonstrated the capability and feasibility of develop-

ing and leveraging an auto-labeler to generate labeled data. Additionally, we have extended
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Table 8.10: Top 15 Salient Features Derived from Linear Regression of Type 2: Doubt &
Criticism Tweets wrt Retweet Count (r-squared=0.444; adj r-squared=0.384)

Feature Category Coefficient Std Err P-value

has mentions Twitter Feature -0.4587 0.127 0
is retweet Twitter Feature 5.0052 0.479 0
risk seeking Drives -3.9171 1.038 0
risk aversion Drives 3.9353 1.038 0
reward Linguistic 3.9431 1.041 0
tweet length Twitter Feature 0.005 0.001 0.001
social Personality -0.0224 0.007 0.001
certainty Cognition 9.8626 3.367 0.003
has hashtag Twitter Feature -0.3677 0.129 0.004
user followers Twitter Feature -0.1298 0.047 0.006
auxiliary verbs Linguistic -8.5721 3.212 0.008
causation Cognition 9.5792 3.637 0.009
boredom Emotions -8.425 3.502 0.016
discrepancies Linguistic 8.2923 3.888 0.033
comparisons Cognition 4.4221 2.234 0.048

Table 8.11: Top 15 Salient Features Derived from Linear Regression of Type 3: Rumors &
Counter Rumors Tweets wrt Retweet Count (r-squared=0.495; adj r-squared=0.453)

Feature Category Coefficient Std Err P-value

has url Twitter Feature -0.813 0.11 0
has hashtag Twitter Feature -0.8497 0.118 0
has mentions Twitter Feature -0.7177 0.122 0
is retweet Twitter Feature 6.4088 0.273 0
fear Emotional 3.3837 0.844 0
personal concerns Linguistic 32.4812 5.987 0
adverbs Linguistic 7.5905 2.339 0.001
user followers Twitter Feature -0.1452 0.046 0.002
conjunctions Linguistic 8.7859 3.18 0.006
curiosity Emotional -8.8921 3.22 0.006
auxiliary verbs Linguistic 7.5404 2.872 0.009
insight Linguistic 11.1216 4.821 0.021
risk Linguistic -12.0883 5.339 0.024
six plus words Linguistic -2.0442 0.933 0.029
function words Linguistic -5.3258 2.484 0.032
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Table 8.12: Top 15 Salient Features Derived from Linear Regression of Type 4: Generic Harm
Tweets wrt Retweet Count (r-squared=1.00; adj r-squared=1.00)

Feature Category Coefficient Std Err P-value

is retweet Twitter Feature -1.613 0 0
has hashtag Twitter Feature -4.0118 0 0
has url Twitter Feature 2.7717 0 0
has mentions Twitter Feature 2.6632 0 0
analytical thinking Cognition -1.2483 0 0
sentiment Emotions 1.3952 0 0
badfeel Emotions -0.6198 0 0
ambifeel Emotions 0.514 0 0
anger Emotions 2.2165 0 0
disgust Emotions 1.7713 0 0
fear Emotions -1.2284 0 0
sadness Emotions 1.283 0 0
analytical thinking.1 Linguistic -1.2483 0 0
clout.1 Linguistic 0.6075 0 0
emotional tone Linguistic 0.9483 0 0

our prior research on the propagation of information in social media by analyzing an unre-

stricted and broad diversity of Tweets. We identified the most salient features for classifying

social media messages, evaluated which type of messages propagate the faster, and explored

the relationship between Tweet characterises and propagation. Future work will be dedicated to

exploring more advanced feature representations and improving the classification performance

of the auto-labeler in Phase 2.
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Chapter 9

Conclusion

In this work, several challenges relating to fake news detection have been addressed including

the large feature space available for fake new detection related features, the adversarial effects

on fake news classification systems, and the wide scale propagation of information.

To address the large feature space available for fake news detection systems, we have

demonstrated the efficacy in using genetic feature selection to identify essential features that

contribute to successful classification. By incorporating the ideal features, significant improve-

ments to classification accuracy can be achieved while substantially reducing the number of

required features. In order to protect fake news detection systems, two methods are proposed

including GAT and EMO-GAT. Our work demonstrates the utility in defensively posturing

machine learning systems using adversarial examples with GAT. Furthermore, the defensive

posturing is strengthened when utilizing EMO-GAT to overcome the shortcomings inherent to

GAT. Finally, we explore the propagation of information across social media to identify what

message characteristics lead to classification by information type. Additionally, we examine

social media messages to determine which information type propagates the fastest and what

characteristics contribute to successful propagation.
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